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Resumo

A ampla disseminacao de dispositivos méveis, como smartphones e tablets, e a sua vasta
capacidade de uso, que vai desde tirar fotos ao acesso a contas bancarias, torna-os um
alvo atraente para os atacantes. Isso, juntamente com o fato de que os usuérios frequen-
temente armazenam informacoes pessoais em tais dispositivos, e que muitas organizagoes
atualmente implementam a politica “ Bring Your Own Device” (BYOD), que permite aos
funcionérios usarem seus dispositivos pessoais para acessarem a infraestrutura de infor-
macao corporativa e aplicagoes, tornando a avaliacao da seguranca de dispositivos méveis
uma questao fundamental.

Este trabalho apresenta uma abordagem de testes padronizados para avaliar as configu-
racoes de seguranca definidas pelos usuarios, considerando o risco, que cada configuracao
possui, de prejudicar o dono do dispositivo. Esta abordagem fornece informagoes valiosas
para aqueles que precisam avaliar, comparar ou controlar as configuragoes de seguranca
em dispositivos méveis. Na pratica, para cada configuracao definida pelo usuario, uma
intensidade de risco é calculada com base na analise da percepc¢ao de um conjunto de espe-
cialistas de seguranca. A intensidade do risco das diferentes configuracoes sao agregadas
para avaliar a seguranca geral, com base na anélise das configuracoes de um determinado
dispositivo.

Em suma, as principais contribuigdes deste trabalho sdo: 1) uma ferramenta que per-
mite avaliar a seguranca de dispositivos Android com base nas configuragoes definidas
pelo usuério; 2) uma analise das configuragoes de seguranga definidas pelo usuario de
dispositivos Android, a fim de entender os problemas mais comuns relacionados as confi-
guragoes de seguranga; 3) uma abordagem de anélise de risco para qualificar / quantificar
a seguranca de dispositivos moéveis tomando como base as configuracoes de seguranca
definidas pelo usuério; e 4) a defini¢ao de testes padronizados benchmark de configuragao
de seguranca para dispositivos moéveis, usando o Android como estudo de caso. A plata-
forma Android é amplamente usada e representativa com relacao ao estado da arte em
computacao movel.

Os resultados, com base na anélise de dados coletados de 561 dispositivos, mostram
que os usuarios do sistema Android negligenciam importantes recomendagcoes de seguranca
ao configurarem seus dispositivos e que o processo de benchmarking ¢ realmente uma boa
maneira de identificar a configuracao mais segura definida pelo usuério.



Abstract

The wide spreading of mobile devices, such as smartphones and tablets, and their always-
advancing capabilities, ranging from taking photos to accessing banking accounts, makes
them an attractive target for attackers. This, together with the fact that users fre-
quently store critical personal information in such devices and that many organizations
currently implement a “bring your own device (BYOD)” policy that allows employees to
use their personal devices to access the enterprise information infrastructure and applica-
tions, makes the assessment of the security of mobile devices a key issue.

This work presents an approach to benchmark the user-defined security configurations
of mobile devices considering the risk that each configuration has to harm or cause any
type of loss to the device owner. This approach provides valuable information for those
who need to evaluate, assess, compare or control the security configurations of mobile
devices. In practice, for each user-defined configuration, an intensity of severity is calcu-
lated based on the analysis of the perception of a set of security experts. The intensity of
severity of the different configurations are aggregated to assess overall security, based on
the analysis of the concrete settings of a given device.

In short, the main contributions of this work are: 1) a tool that allows assessing the
security of Android devices based on the user-defined configurations; 2) a security analysis
of the user-defined security configurations of Android devices in order to understand the
common misconfiguration problems; 3) a risk analysis approach to qualify /quantify the
security of mobile devices concerning the user-defined security configurations; and 4) a
security configuration benchmark for mobile devices, using Android as case study. The
Android platform is widely use and representative with respect to the state-of-the-art in
mobile computing.

The results presented, based on the analysis of data collected from 561 devices, show
that Android users neglect important security recommendations while configuring their
devices and that benchmarking is indeed a practical way to assess and compare the security
of mobile devices with regard to user-defined configurations. In fact, the results can be
used by both manufacturers and users to enhance the security level of their devices.
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Chapter 1

Introduction

Mobile devices are an increasingly attractive target for cyber attacks [87]!. In fact, the
popularity of mobile devices (tablets and smart phones) and their current use for, among
other activities, online banking, social networking, entertainment, taking photos, exchang-
ing text and multimedia messages, and buying applications, movies or books, makes them
a key storage device for sensitive information, raising new security and privacy issues [64].
In practice, mobile devices provide many of the traditional features of personal comput-
ers, but they also include a variety of connectivity technologies, such as GSM (Global
System for Mobile Communications), GPRS (General Packet Radio Service), NFC (Near
Field Communication), Bluetooth and WiFi, among other sensors and hardware, like gy-
roscopes, GPSs (Global Positioning System), and built-in cameras and microphones, all
in a smaller and lighter device. As such characteristics facilitate and increase the chances
of having the device attacked, stolen? or lost, users of mobile devices should be aware of
data disclosure or leakage problems, which brings the need for novel security mechanisms
and tools, including techniques for assessing how secure a given system /configuration is.

Security is an integrative concept that includes the following properties [98]: confiden-
tiality (protection against unauthorized disclosure of a service or piece of information),
authenticity (assurance that a service or piece of information is authentic), integrity (pro-
tection of a service or piece of information against unauthorized modification), and avail-
ability (protection against possible denials of service caused maliciously). In practice, the
goal of information security is to protect systems, resources, data and other assets from
intrusion (unauthorized accesses) reducing the risk of security incidents. The risk of intru-
sion is related to the system vulnerabilities and the potential security attacks. The system
vulnerabilities are an internal factor related to the set of security mechanisms available
(or not available) in the system, the correct configuration of the system, and the hidden
flaws on the system implementation (in other words, a vulnerability is any weakness that
can be exploited and compromise the security of any information system). Vulnerabil-
ity prevention consists of guarantying that the software has the minimum vulnerabilities
possible (e.g. by using security testing). On the other hand, vulnerability removal is
the process of mitigating the vulnerabilities found in the system (e.g. by applying new

!The total mobile phone market is forecast to reach 1.9 billion units in 2016 [32].
2A survey conducted by the Consumer Reports National Research Center stated that 2.1 million
Americans had phones stolen in 2014 [74].
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security patches released by software vendors) [100]. It is well-known that vulnerabil-
ities range from configuration problems to programming bugs and project defects [56].
This way, correctly setting all available configurations do not prevent all possible attacks
against mobile devices, but for sure increases the bar of effort necessary for an attacker
to be successful in his intent.

A security attack is any action that may compromises the security of an individual
or organization. It mainly depends on the intentionality and capability of humans to
maliciously break into the system taking advantage of vulnerabilities [100]. The success
of a security attack is related with the existence of vulnerabilities in the system and attacks
can be harmless in a system without vulnerabilities. On the other hand, vulnerabilities are
harmless if the system is not subjected to security attacks. The prevention against security
attacks includes all the measures needed to minimize or eliminate the potential attacks
against the system (e.g. by reducing the potential attack surface). A system’s attack
surface is the set of ways in which an adversary can enter the system and potentially
cause damage [55|. Attack removal is related to the adoption of measures to stop or
mitigate types of attacks that have occurred before (e.g. by using intrusion detection
system and intrusion prevention system).

As the purpose and usage of mobiles devices increase, the assessment of security char-
acteristics becomes a major issue to understand the effectiveness of existing security mech-
anisms and configurations. A key aspect is that security is not only related to the hardware
and software used, but it also depends on the way the system is used and on the character-
istics of the surrounding environment, where the user-defined settings play a particularly
important role [16]. In this work, we define security assessment as a process designed to
evaluate identifiable security aspects (e.g. user-defined security configurations) of systems
in an application domain (e.g. mobile devices), dividing the evaluated systems into ac-
ceptable or unacceptable, given the specific security requirements and security knowledge
in that domain. In practice, as proposed in [16], security assessment must consider two
perspectives: 1) the active search for vulnerabilities and security problems, and 2) the
characterization of the proneness for other hidden or unidentified problems to exist.

The security of mobile devices is nowadays a major concern for organizations. Due to
their small size and memory capability, and to the ease with which information can be dis-
closed from a facility, mobile devices pose a considerable risk when used and transported
outside the physical boundaries of an organization [37]. Mobile devices can include Per-
sonal Digital Assistants (PDAs), mobile phones, laptops, tablets, smart phones, removable
media and others [37]. However, in this thesis, we delimit the scope of mobile devices
to smart phone and tablets. Some existing security solutions for mobile devices, such as
Intrusion Detection Systems (IDS), Antivirus, Firewalls, Anti-theft [51|, and static and
dynamic analysis of the behavior of applications [23,24], can be used to detect and prevent
some vulnerabilities and attacks intended against mobile devices. However, as stated by
Mylonas et al. [63], none of the existing platforms is able to fully prevent attackers from
using mobile devices as privacy attack vectors, harvesting data from the device without
the user’s knowledge and consent. Some countermeasures that can be applied include (a)
user awareness, i.e. informing the user about security and privacy risks and limitations of
smart phone platforms, and (b) providing secure application distribution in smart phone
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platforms. In this work we are particularly concerned with the awareness that users
and manufacturers should have towards the perils behind user-defined con-
figurations. This way, the research question is: It is possible to assess the device
security regarding the user-defined security configurations?.

1.1 Towards benchmarking the security of mobile de-
vices configurations

Many security issues depend on the way the system is configured and used, and on the
characteristics of the surrounding environment, where the user-defined settings play an
important role [16]. In this work, we define security configuration assessment as a pro-
cess designed to evaluate identifiable security aspects (e.g. user-defined settings) of the
systems in an application domain (e.g. mobile devices), given the latest specific secu-
rity requirements and knowledge in the domain. A user-defined security configuration is
understood as any setting, configuration or value that users can define or set and that
have some impact in the overall security of the device (e.g. setting a password to un-
lock the device or defining a timeout to automatically lock the device after a period of
inactivity). Finally, a security configuration recommendation is a suggestion for a specific
user-defined configuration or a user action that impacts the security of the device (e.g.
install anti-malware).

A device with configurations improperly set can lead to an unsafe environment, as
some configurations have directly impact in the information security, widening or reducing
the attack surface. Take as an example the Bluetooth configuration, if the user is not
using this feature and let it enabled, it unnecessarily opens possibilities for an attacker to
explore vulnerabilities regarding the Bluetooth. The device unlock password is another
well known case, as it is the user responsibility to set a password to avoid unwanted people
from easily getting access to the device.

Assessing the security level of user-defined configurations is an open problem in dif-
ferent areas. In fact, the security of mobile devices, as other computer systems, depends
on different aspects, such as the hardware, operating system, software, and also the way
that users configure and use their devices.

The common sense suggests that users will, probably, never know information and
systems security deeply enough to safely manage their configurations. This way, this
work proposes techniques and tools for the creation of a security benchmark that aims at
assessing and comparing the security level of mobile devices regarding their configurations.
A special focus is put on Android devices, but mainly in the case studies, as most of
the proposed approaches can be easily adapted to other mobile platforms. The focus on
Android is supported by its wide use (a market share of 82.2 percent for smart phones was
reported in the second quarter of 2015 [30] and a market share of 61.9 percent for tablets
was reported in 2013 [31]), and its representativeness with respect to the state-of-the-art
in mobile computing.

Towards the goal of benchmarking user-defined security configurations of mobile de-
vices, a set of research problems have to be overcome. The first is the need for identifying
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the user-defined configurations that have a direct influence in the device security. The
literature is vast addressing this subject, but there is no consensus or standardization of
the security configurations of mobile devices.

Another important issue is collecting field data to support the analysis of the most
common security issues regarding user configurations, and their real impact in terms of
security flaws. In fact, there is a lack of research in this subject as the focus is mainly
on the users’ perception of security and not on effectiveness of their real configurations.
Although such analysis may be supported by a risk-based approach (to understand the
impact and likelihood that each user misconfiguration may have in the device or the user
if attacked), the literature is scarce in this subject, addressing neither qualitative nor
quantitative analysis of user-defined security configurations of mobile devices.

The definition of a benchmark to compare and rank a set of mobile devices consid-
ering the security aspect of user-defined security configurations is the ultimate research
challenge. Security configuration benchmarks have already been used in the databases
domain, but supported by a manual analysis applied over a small set of databases.

1.2 Main contributions of the work

The main contribution of this work is the definition of an approach to benchmark
the security level of mobile devices from the perspective of the user-defined
security configurations. Such approach can be use, in practice, in several contexts for
improving the security. For example, by companies that allow employees to access their
information system through smartphones and by manufacturers that want to improve the
security of their mobile devices before release. More specifically, the main contributions
of this work are:

1. The identification of a list of best configuration practices that can be used to enhance
the security of Android devices (see Chapter 3), this list was gathered from the
literature and can be used to evaluate device’s security level. A great part of these
configurations was extracted from the CIS [27| security benchmarks and from [10,
13,51] (published on [95]);

2. The User-defined Security Configuration Assessment tool (uUSEA), available at Google
Play, that automates the collection and analysis of the values of the security settings
of Android devices (see Chapter 3). This tool presents to the user the misconfigu-
rations that exist in the device and has been used to gather the dataset for the case
studies in this work. The tool automatically extracts 41 configurations from the
mobile device under testing, 14 of which defined and proposed in this work and the
remaining adapted from the well-known CIS benchmarks [27], providing information
that can be used for security assessment and improvement (available at [94]);

3. An analysis of the configurations from 561 Android devices on the field. Prelimi-
nary results show that the security of user-defined configurations in Android mobile
devices is a major concern. A key observation is that security configurations are
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closely linked to the initial factory settings, which suggests that users need to better
understand and change the settings to become more secure (published on [93,96]);

4. A risk-based approach for assessing the security risk posed by user-defined configu-
rations in Mobile devices. The impact and likelihood values are defined based on a
Multiple-Criteria Decision Analysis (MCDA) performed on the inputs provided by
a set of security experts. A case study considering the user-defined configurations
of 561 Android devices is presented, showing that the majority of the users neglect
important and basic security configurations and that the proposed approach can
be used in practice to characterize the security risk level of such devices (published
on [92]);

5. A security benchmarking methodology that aims at assessing and comparing dif-
ferent mobile devices or different configurations of a given device concerning the
user-defined security configurations. The benchmark is built on top of the risk anal-
ysis approach mentioned above, and specifies all the components and steps needed
to rank the devices under benchmarking. This may stimulate users and vendors to
improve the security level of such devices (published on [91]).

A key aspect is that, although the proposed tool focus specifically on Android devices,
most of the settings assessed also apply to other mobile platforms. This will facilitate the
future development of similar tools targeting other systems, for which a large part of our
architecture can be reused. On the other hand, the risk analysis approach, the security
benchmarking process, and the security certification process, are platform independent
(although they are demonstrated to the specific case of Android).

As this project get, manipulate, analyze and disclose sensitive data from humans
beings, it is necessary to note that this work has been approved by the University of
Campinas ethics committee through the report 1.145.809.

1.3 Structure of the thesis

This first chapter introduced the problem addressed and the main contributions of this
thesis.

Chapter 2 presents background concepts and related work, making a comparative
analysis between this work and the known literature. In practice, we discuss the main
aspects of security of mobile devices and benchmarking.

Chapter 3 presents a set of user-defined security configurations, as well the process
followed to gather them. The chapter also presents an automated tool to extract the
security configurations from Android devices on the field. Finally, it presents an analysis
of the most common security configurations and proposes countermeasures that can be
applied to reduce the risks raised by a incorrectly configured device.

Chapter 4 presents an approach to determine the risk level of security configurations
using the perception of experts selected from both academia and industry. The risks are
categorized into five groups of severity and a case study showing the risk analysis for 561
devices is presented.
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Chapter 5 presents a specification of a configuration security benchmark for mobile
devices. The components, properties and configuration settings are presented in detail. A
case study is also provided, showing how the results of such benchmark can be analysed
and used in practice.

Chapter 6 concludes the paper and puts forth ideas for future work. This chapter
also summarizes the main results and shows the list of publications achieved during this
work.



Chapter 2

Background and Related Works

The widespread of mobile devices brings challenges to the security of computer systems,
raising new perspectives and opportunities of research, including the assessment of user-
defined security configurations. Nowadays, the networks of organizations should consider
new issues, including [85]: an increasing use of new devices, as it is common for
employees to access the company systems from their devices, a trend called BYOD (Bring
Your Own Device); the emergence of cloud-based applications, in which the data
are available everywhere, as far as an Internet connection is available; and a dynamic
perimeter, as the increasing use of new devices and cloud-based applications together
changed the notion of statical perimeter that existed in the past. In practice, due to
its widespread and sui generis characteristics, the security of mobile devices is an key
challenge that should be addressed by manufacturers and researchers.

This chapter presents background and related works on mobile devices, focusing partic-
ularly on the security, risk analysis and benchmarking aspects. We will show that there is
a gap in the literature with respect to the security assessment of mobile devices, especially
in what regards the user-defined security configurations. This opens many possibilities of
research and is an key area to be addressed.

The outline of this chapter is as follows. Section 2.1 presents background on mobile
devices. Section 2.2 presents existing risk analysis approaches. Section 2.3 discusses back-
ground and related on benchmarking of computer systems. Finally, section 2.4 concludes
the chapter.

2.1 Background on mobile devices

The availability of inexpensive mobile devices such as smartphones and tablets has acceler-
ated their popularization. In fact, smartphones are ever-present in our daily lives, allowing
us to take photos, access bank accounts, share information, and perform many other di-
verse tasks. Moreover, as more organizations implement BYOD (bring-your-own-device)
policies, employees increasingly use personal mobile devices to access enterprise systems
and information, which raises new security issues, especially regarding user-defined secu-
rity configurations. In the following sections we discuss the specific security characteristics
of mobile devices that differentiate them from personal computers.

21
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2.1.1 Mobile devices vs PCs

Smartphones and tablets have much in common with PCs, but five key aspects distinguish
mobile devices security from conventional computer security [62], which have to be taken
into account when developing new techniques and tools for assessing and improving the
security of mobile devices:

1. Mobility: as mobile devices are not kept in a location that can be physically secured,
they can be easily stolen or tampered;

2. Strong personalization: mobile devices are normally not shared between multiple
users, having a strong emphasis on user-defined configurations;

3. Strong connectivity: most devices support multiple ways to connect to a network or
the Internet;

4. Technology convergence: a single device combines different technologies (music
player, mobile phone, digital camera, etc.), which may enable an attacker to ex-
ploit different routes to perform attacks; and

5. Reduced capabilities: although smartphones are like pocket PCs, they lack some
characteristic features; for example, they have incomplete keyboards and reduced
battery autonomy.

As people increasingly use smartphones for privacy-sensitive transactions, such as
online banking and e-commerce, the likelihood of threats designed to generate profit
for the attackers also greatly increases. In fact, the reported number of new mobile
vulnerabilities rose from 127 in 2013 to 168 in 2014 - a 32 percent increase [87|. Also
reported in the first quarter of 2015 was the fact Symantec blocked approximately 550
malware attacks against Android each day [87]. This confirms that attackers are moving
their efforts to mobile platforms. The scientific community and manufacturers should
follow this trend and focus more on researching new mobile device security solutions [51].

2.1.2 Security in mobile devices

The security of mobile devices is a major concern for end-users and also for companies
that allow employees to access their information systems from mobile devices. The iden-
tification of the security issues of these devices is a relevant task to mitigate the risks
raised by the use of mobile devices to perform sensitive tasks.

Goal of attacks

Attacks to computational systems are a common problem for companies and also for
end users. Attackers have different focus when focusing on mobile devices, but the most
relevant are [51]:

e Privacy: this type of attacks concern situations in which confidentiality is compro-
mised. Attackers develop applications that use APIs to retrieve the list of contacts,
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media, location, and others [25]. In fact, mobile devices are easy to be stolen, which
can lead to sensitive data disclosure if the data are not protected (e.g. by encrypting
the device, or enabling password to unlock the device);

e Sniffing: consists in the capture of valuable information based on the use of sensors,
such as the camera, microphone and GPS. These sensors can be used to record
sensitive users actions;

e Denial-of-Service (DoS): this type of attacks affects the availability of the device.
DoS against mobile devices can be performed with a small effort, for instance by
draining its battery or performing CPU intensive tasks;

e Over-billing: this can be performed in several ways; for example, the attacker may
make premium-rate calls or send SMS generating extra charges in the phone bill
of the victim, which can easily go unnoticed until the user gets the next bill [25].
Another way to perform this attack is by exploiting the pay-per-use contracts in
wireless services performing downloads in the victim device that generate extras
fees;

e Ransom: this type of attack is performed by encrypting the victim device and
demanding a value to decrypt it [25].

There are other goals that are related to the psychological characteristics of the atack-
ers, such as personal satisfaction, in which the attacker breaks systems to show and/or
challenge their skills [66], and personal revenge, where not satisfied employees use their
privileged knowledge of the company systems to cause security incidents [66];

Attacks channels

Attacks against mobile devices generally occur through four different channels [28|:

e Software downloads (e.g. downloading a malware from the black market);
e Visiting a malicious website (e.g. phishing attacks);

e Direct attack through the communication network (e.g. man-in-the-middle attacks
in a WiFi network);

e Physical attacks (e.g. attacks performed in lost/stolen devices).

The software downloads channel can be mitigated or even avoided by the installation of
an anti-malware and by not installing malicious or suspicious applications. Disabling the
installation of applications from unknown sources is another practice that helps closing
this channel, as the user has more security guarantees when installing applications from
the official app stores (e.g. Google Play, AppStore).

The wvisiting a malicious website can be mitigated or even avoided by correctly config-
urating the browser application. For example, some attacks, such as Cross Site Scripting
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(XSS) and Cross Site Request Forgery (CSRF), can be mitigated by disabling JavaScript,
as both attacks need to execute a fragment of JavaScript prepared by the attacker.

The communication network attacks can be mitigate or even avoided by correctly con-
figuring the network interface to disable unused communication channels (e.g Bluetooth
and WiFi).

Physical attacks can be mitigated or avoided by the correct configuration of the device
password, requesting strong passwords to unlock the device. Others configurations that
are also related to avoiding physical attacks are updating the firmware to the latest version,
disabling developer options and encrypting the device storage.

Correctly setting all configurations does not avoid all possible attacks against mobile
devices, but it increases the bar of effort necessary for an attacker to be successful in his
attempt. Also, user-defined configurations are not enough to avoid attacks that exploit
vulnerabilities in the operating system (e.g. allow unlock the device due to an error in
the home application) or in the hardware (e.g. allow to enter in flash mode to change the
operating system).

Security mechanisms

Mobile devices have security mechanisms to prevent different types of threats, including;:

e Intrusion Detection Systems (IDS): are capable of detecting several attacks and in-
trusions, assisting in device protection [66]. There are two main types of intrusion
detection techniques: anomaly-based that compare the real behaviour with the nor-
mal one; and signature-based that are based in signatures of well-known attacks [51].

e Trusted Mobile: the Trusted Computing Group (TCG) created a set of specifications
to measure, store, and report hardware and software integrity through a hardware
root-of-trust. The integrity measurements are performed during the load-time and
at runtime (dynamic measurements).

e User-defined Security Configurations: operating systems have a set of configurations
that can be set by the users or systems administrators to enhance the device security.
For example, enabling a password and encrypting the device storage can be seen as
actions that should be taken to decrease the attack surface of the device.

Vulnerabilities

There are many types of vulnerabilities in mobile devices platforms. Symantec reported
528 new mobile vulnerabilities in 2015, a growth of 214% if compared with 2014 (168 new
vulnerabilities) [87] (in fact, the number of mobile vulnerabilities has increased every year
over the past three years). In the same report, Symantec stated that the greatest number
of the mobile vulnerabilities discovered in recent years are on the iOS platform, where
the greater attacker goal is to jail-break (gain root privilege) devices or gain unauthorized
access to install malware.

Vulnerabilities can be exploited by malware in order to gain root privilege access on
compromised mobile devices. For instance, some vulnerabilities that allow attackers to
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compromise Android devices by simply sending them a malicious multimedia message
(MMS) were reported in 2015 [87]. Other similar vulnerabilities (CVE-2015-6602 and
CVE-2015-3876) allow an attacker to gain control of a device when the targeted victim
opens an .mp3 or .mp4 file. These vulnerabilities were already patched by Google, but this
shows that easy-to-exploit vulnerabilities are indeed present in mobile devices platforms.

2.1.3 The Android OS from a security perspective

Android is the most popular operating system for mobile devices. In fact, it dominated
the market with an 82.8% share in the second quarter of 2015 [42]. A great advantage, if
compared with its main competitors (i0S and Windows Phone), is the fact that Android
is an open source operating system based on the Linux kernel. This turned the Android
OS the main target of researchers focusing in different aspects, such as security, malware
detection and others.

There are different types of security mechanisms present in the Android platform,
but some are more representative than others, being thus explored in more researches,
namely:

e Permissions: applications must declare the permissions they need for additional
capabilities, including access to device features such as the camera or the Internet.
The permissions must be accepted by the user before installing an application (before
the Android Marshmallow version) or when the application accesses the resource
protected by the permission (after the Android Marshmallow version). Some works
use the Android permission system as a parameter for malware detection [8,107];

e Application sandbox: isolates the app data and code execution from other apps.
This way, applications must explicitly share resources and data, because Android
sandboxes the applications from each other;

e Linux Kernel: as the Android framework is built on top of the Linux Kernel, it
share its security mechanisms, such as file permissions and others;

e Application Review [25]: Apple and Google review all applications that are available
at their stores (respectively, App Store and Google Play). Some are even reviewed
manually by experts. This process reduces, but does not avoid, the presence of
malware in the official application markets.

There are some research works [23, 80| that propose the extension of the Android
platform to improve the identification of malware/intrusion by behavior-based intrusion
detection systems. Andromaly [80] is a framework that implements a Host-based Malware
Detection System that continuously monitors various features and events obtained from
the mobile device and applies Machine Learning anomaly detectors to classify the collected
data as normal (benign) or abnormal (malicious). Another example is TaintDroid [23],
which is an extension of the Android platform that tracks the flow of privacy sensitive
data through third-party applications.
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2.2 Risk analysis

The works of Rosenberg et al. [75], Amland [5|, Halkidis et al. [36] and Hogben and
Dekker [40] are key references on the concepts of software risk analysis. The risk of a
software program can be characterized by the combination of two factors: the severity of
a potential failure event and the probability of its occurrence, as shown in equation (1)
extracted from the work of Rosenberg et al. [75]:

risk = Y (p(Ei) x c(Ei)) (2.1)

where:
i is the number of unique failure events;
Ei are the possible failure events;
p is probability;
c is cost.

Although this definition is almost a standard among authors, there is no consensus on
how to obtain the probability and the cost of a failure, and the subject is approached
differently by various authors. Risk-based testing focuses on the parts of a software that
are most likely to experience a problem that would have the highest impact [83]. It
seems to be a discouraging task, but once it is decomposed into small tasks, a systematic
approach can be employed to make it manageable |75].

For Amland 5|, the consequences of a failure event in the operation environment
should be analyzed from the point of view of the supplier and of the customer. These two
views are considerably different. For example, for the customer the software may lead
to the violation of service level agreements, disobedience of government rules and loss
of market share in its segment. For the supplier, the consequences of negative publicity
and high maintenance costs may be relevant. This way, Amland expanded the original
formula including the two views, as shown in equation (2).

risk =Y _(p(Ei) x (el BY) ; celBi)), (2.2)

where:
i is the number of unique failure events;
Ei are the possible failure events;
p is probability;
sc is the supplier’s cost if a failure occurs in Ei;

cc is the customer’s cost if a failure occurs in Ei.
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In this work we consider the risks regarding the user-defined configurations of mobile
devices concerning both the user side and an attacker side, so we need to analyze the
risks regarding both gain (of the attacker) and loss (of the target). The most important
for us to consider, are those risks that may have a higher impact in the target (user)
and a higher gain to the attacker. Note that, according to Pfleger [71], it is not possible
to estimate the probability as an exact measure, but experimental data may be used to
assess the risk.

Zhang et al. [50] proposed a qualitative and quantitative risk assessment method or
software security combining attack tree model analysis and Bayesian Network analysis.
Modeling with attack tree, which solves the problem of how to quantify the risk possi-
bilities, takes the vulnerabilities of the system and the capability of the attackers into
account to estimate risk probabilities (although this approach can not accurately deter-
mine the probability of events). The risk assessment method proposed in this work is
accomplished in two steps: 1) identification of the possible risks with the attack tree
model; 2) quantifying the probabilities of attack occurrences, the impact and the levels of
security risks through Bayesian Network analysis. Although complete, expressing attacks
as trees might not be the most flexible approach, meaning that a complex attack tree may
be very difficult to analyze [16].

Halkidis et al. [35,36] proposed an architectural risk analysis for software systems based
on security patterns in order to determine to what extent specific security patterns can be
used to protect against known attacks. This information is fed into a mathematical model
based on the fuzzy-set theory and fuzzy fault trees in order to compute the risk for each
category of attacks, namely Spoofing, Tampering-with-Data, Repudiation, Information
Disclosure, Denial-of-Service, and Elevation-of-Privilege (STRIDE) [41]. Similarly to the
aforementioned studies [5,75], the computed risk considers the likelihood of occurrence of
a risky event, the exposure of the system to that event and its consequences. However,
when considering mobile devices, STRIDE is not the best threat model as it is too generic,
and the actual semantics involved in the application of each of these threats are too open
for disagreements. For example, the Information Disclosure threat can happen through
different means such as physical access, interception of traffic data, and insider threats
(e.g. malware) [16].

The works cited above are important to provide a theoretical basis and served as a
starting point for our research, although none of then focus on mobile devices. This means
that new research in this direction is needed. Next we discuss some key works on risk
analysis of mobile devices, with the exception of the works by Milligan and Hutcheson [59]
and of Shabtai et al. [78,79], which are discussed in Section 2.3.

Hogben and Dekker [40] focused their work on information security risks, opportunities
and recommendations for smartphone users, with inputs from a group of experts from
across government and business organizations. For them, risks vary depending on how
the smartphone is used and the usage scenario can be divided into three categories, as
follows:

e Consumer: the device is used for personal tasks, e.g. phone calls, social networking,
gaming, online banking, among others.
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e Employee: the device is used by an employee in a business or government organiza-
tion to access information or systems.

e High official: the device is used by a high position employee within the organization,
so it deals with sensitive information and/or tasks.

The risks, for each category of user, are computed considering both the likelihood and
the impact. The likelihood of a threat is determined by the number of underlying vulner-
abilities, the relative ease with which they can be exploited and the attractiveness for an
attacker. The impact of a threat can be determined by the value of the assets affected
by the threat. In practice, the risks were determined by consulting a group of experts
that were asked to indicate the likelihood (from very low to very high) and impact (from
very low to very high) of each risk in each of the three usage scenarios. This work is very
interesting, complete and similar to our intended risk analysis, although our focus is on
the analyzes of the risks risen by the user’s misconfigurations.

Theoharidou et al. [88] presented a risk assessment method specific for smartphones.
It identifies smartphone assets and provides a detailed list of specific applicable threats,
which are also present in other several works [24,25,40,45,51,59, 78] (although there is no
standard in the known literature). The method is based on user input, with respect to
the impact assessment, coupled with statistics for threat likelihood calculation. However,
similarly to the aforementioned works, they do not take into account the risk of user
misconfigurations.

The works introduced above are important to understand the strengths and weaknesses
of the known literature regarding risk assessment and risk analysis of mobile devices. Some
of the related work [10,13,65] analyze the importance and/or the perception of the user on
the security of their mobile devices, but none of then actually does the assessment of real
mobile devices or take the user-defined configurations into account for the risk analysis,
which is a clear contribution of our work.

2.3 Benchmarking computer systems

A benchmark can be defined as a standard procedure that allows evaluating and comparing
different systems or components according to specific characteristics such as performance,
dependability, and security [103]. In the next subsections we discuss performance, de-
pendability and security benchmarks, with more emphasis in the last ones due to their
relevance to our work.

2.3.1 Performance benchmarking

Performance benchmarks are the most common type of benchmark and can be defined as
a standard procedure and tools to compare the performance of systems in a given domain.
There are several research works in the literature and tools in the market to evaluate the
performance of databases [33,90], hard disks and solid-state drives |72, web servers [84],
hardware [84], and many others.
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There are two main organizations in the performance benchmarking business [98]:
TPC (Transaction Processing Performance Counsil) [90], which is a non-profit organi-
zation founded to define transaction processing and database benchmarks; and SPEC
(Standard Performance Evaluation Corporation) [84], which is a non-profit organization
created to establish, maintain and endorse a standardized set of relevant benchmarks in
several domains, but with a strong emphasis on high-performance computers.

A performance benchmark normally includes three main components [98]:

e Workload: defines a set of tasks that are representative of the ones normally executed
in real environments, thus being dependent on the benchmark domain. This way,
some workloads include io-bound (great usage of input/output operations) tasks,
while others focus on cpu-bound (great usage of processing operations) tasks. Mix
loads are also used in some cases.

e Measures: defines a set of representative measures that are used to portray and com-
pare the performance of the System Under Benchmarking (SUB). Some examples
of performance measures are: transactions per second (in the database domain),
megabits per second (in the networks domain), response time, etc.

e Rules: set of criteria that must be followed during the benchmark implementation
and execution in order to make the results valid and comparable [98].

2.3.2 Dependability benchmarking

Dependability is defined as “a property of a computer system such that reliance can jus-
tifiably be placed on the service it delivers” [52]. In other words, dependability is an
integrative concept that includes the following properties: availability, safety, reliability,
confidentiality, integrity, and maintainability [53].

Dependability benchmarks have been proposed for different types of systems rang-
ing from databases [98] to virtualization infrastructures [14]. The goal of benchmarking
the dependability of computer systems is to provide generic and reproducible ways for
characterizing their behaviour in the presence of faults [48]. This way, such benchmarks
include an additional component: the faultload; and additional dependability benchmark
measures.

A faultload is a key component of dependability benchmarks and should include a
representative, realistic and repeatable set of faults that allows the characterizations of
the behavior of the system in the presence of faults. There are different kinds of faults that
can be considered: hardware (low-level faults affecting the values in memory, registers,
etc.), software (defects in the code that escaped the verification and validation processed),
and operator (e.g. administrator mistakes in the administration tasks).

In addition to performance measures, a dependability benchmark includes dependability-
related measures [101]. Some examples found in existing benchmarks are the number
of data errors detected (measures the impact of faults on the data integrity), and the
availability of the system under testing during the execution of the workload in the
presence of the faultload (measures the amount of time the system is available during the
experiments).
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2.3.3 Security benchmarking

A security benchmark provides a metric (or small set of metrics) to characterize the level
to which security goals are met [103] in the system under testing, allowing developers, ad-
ministrators and device owners to compare alternatives and make informed decisions [68].
A key aspect is that security is, usually, more dependent on what is unknown about
the system (e.g. unknown bugs, hidden vulnerabilities) than on what is known (e.g.,
known features, existing security mechanisms) [103], which makes security assessment a
challenging task.

A security configuration benchmark is a process designed to evaluate identifiable se-
curity aspects (e.g. user-defined settings) of systems in an application domain (e.g. mo-
bile devices), dividing the evaluated systems into acceptable and unacceptable, given the
specific security requirements and security knowledge in that domain. In practice, the
benchmark provides a metric (or a small set of metrics) able to compare and rank the
security level of a system accordingly to its configurations.

The general idea is to compare the devices security level according to the configurations
that users make in their devices. This can be used, for instance, by companies who want
to allow their employers to access the enterprise systems through their personal mobile
devices. With such benchmark, the company is able to qualify whether the device is secure
or not to access the systems without a major risk of disclosing sensitive or confidential
information.

Unlike performance and dependability benchmarks, a security configuration bench-
mark does not need a workload nor a faultload. On the other hand, there is the need for
a set of user-defined security configurations, which includes the set of configurations that
can be modified by the user (device owner) and have some influence in the device security
(e.g. enable a password to unlock the device and/or set a inactivity timeout before auto-
matically lock the device). A set of security configurations for the mobile devices domain
is discussed in detail in Chapter 3 and our security configuration benchmarking approach
is discussed in Chapter 5.

2.3.4 Related Work

Security assessment methodologies and techniques have been proposed in several forms.
The Common Criteria standard is one of the security assessment methodologies avail-
able and supported by the ISO/IEC standards organization [43]. The Common Criteria
(CC) is an international standard (ISO/IEC 15408) for computer security. Its purpose
is to allow users to specify their security requirements, developers to specify the security
attributes of their products, and evaluators to determine if products actually meet their
claims. Additionally, it presents requirements for the Information Technology security of a
product or system under the distinct categories of functional requirements and assurance
requirements.

The Common Criteria functional requirements are able to define the desired security
behavior, while assurance requirements are the basis for gaining confidence about the fact
that the claimed security measures are effective and correctly implemented [57]. However,
the Common Criteria received a lot of critics from researchers due to several reasons,
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including its high complexity, time consuming and emphasis in the analysis of specification
documents instead of real implementations. Another drawback of the Common Criteria
is that the security requirements must be defined before the project starts [1,44|, which
is quite difficult in such an uncertain Information Technology environment.

Another important methodology for security evaluation is the OCTAVE (Operationally
Critical Threat, Asset, and Vulnerability Evaluation) approach [4] from the Software En-
gineering Institute (SEI) of the Carnegie Mellon University. The OCTAVE is a risk-based
strategic assessment and planning technique for security. OCTAVE is self-directed, mean-
ing that people from an organization assume responsibility for setting the organization’s
security strategy (i.e. they support the process of self-evaluation within an organiza-
tion) [3]. However, this method is quite difficult to use to compare different environments,
to understand the impact of security decisions, or to evaluate the security of software al-
ternatives, as it is designed for the organization as a whole [16].

The security benchmarks from the Center for Internet Security (CIS) intend to pro-
vide best practices to help organizations assessing and improving their cyber security [27].
CIS is a nonprofit organization focused on enhancing cyber security by providing resources
that help organizations achieving their security goals through prescriptive guidance so-
lutions. They created and maintain a series of security configuration documents (called
benchmarks) for different commercial and open source systems such as mobile devices
(i0S6, 10S7, Android 2.3, and Android 4.0), network devices, operating systems, and
server software.

The recommendations prescribed by CIS are available in the form of documents that
focus on the practical aspects of the configuration of the target systems and assert the
correct value that each configuration option should have in order to enhance the overall
security during the system usage. In practice, each document contains, among other in-
formation, the relevant security settings, including a short description and discussion on
the relevance of each setting, the audit steps needed to collect the configured values, and
the proposed value (and rationale) for each setting. The general idea is that the proposed
guidelines are meant to be used by system and application administrators, security spe-
cialists, auditors, help desk, and end users to enhance the security of their systems. The
key advantage of the CIS approach is that the configuration settings are based on field
experience. However, although the documents are referred as benchmarks, they do not
provide any solution for automated security characterization.

Neto and Vieira [67] proposed an approach to assess the effectiveness of database
management systems (DBMS) configurations concerning security. The approach consists
in the use of a set of security best practices obtained through a detailed analysis of the
CIS series of security configuration documents for DBMS. The security best practices
are used to define configuration tests that can be executed in a semi-automated manner
(some tests can be performed by simple tools, but most require the human analysis of the
DBMS configuration), thus helping on characterizing (from a qualitative point-of-view)
the security of the target system. The main limitation of the work is the complexity of the
intended target systems and the need for manual analysis, which may affect the results
obtained.

Paranoid Android (PA) [73| proposed a scalable smartphone security architecture that
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is able to apply security checks on remote security servers that host replicas of phones
in a virtual environment. In practice, a recorded execution trace is transmitted to the
cloud over an encrypted channel, where a replica of the phone is running on an emulator.
Using runtime analysis in the emulator, PA detects certain types of attacks, such as buffer
overflow and code injection. This work presents a security model that performs attack
detection on a remote server, being in this regard similar to the architecture of our tool.
However, it focus on identifying attacks via the analysis of the phone system calls usage,
and not on the identification of vulnerabilities on the configuration of devices.

Chin et al. [13] conducted a user study involving 60 smartphone users to gain insight
into the user perception on smartphone security and application installation habits. They
found that, in general, users are (a) more concerned about privacy on their smartphones
than on their laptops, and (b) more apprehensive about performing privacy-sensitive and
financial tasks on their smartphones than on their laptops. The work states that security
and/or user confidence on smartphones may be improved by: (1) better data backup,
lock, and wipe services; (2) new security indicators in smartphone application markets
to increase user trust; and (3) user education and improved user interfaces to address
common misconceptions about wireless network communication. Although the focus of
the work is the analysis of the main concerns of users about security and privacy, it cannot
be used to characterize the real security of mobile devices configurations. However, this
work emphasizes the need for security indicators that increase user trust, which is precisely
one of the goals of our work.

Ben-Asher et al. [10] surveyed 465 smartphone users regarding their security needs,
awareness and concerns in the context of mobile phones usage. The work also evaluates
acceptance and perceived protection regarding existing and novel authentication methods.
Findings are that people consider some information sensitive (e.g. photos and contacts)
and worry about physical attacks on their phones. Responses also show that users are
interested in increased security and data protection. Although the work aims at proposing
a two-level security model for mobile phones grounded in the users needs, it does not
provide a concrete assessment of the current security of mobile devices.

The work from Shabtai et al. [78,79] presents a comprehensive security assessment
of the Google Android framework. They survey the security mechanisms of the Android
platform (e.g. Linux mechanisms, application permissions and others) and analyze the
existing security mechanisms, the effort to implement them and, finally, they present a
qualitative risk analysis (Likelihood vs Impact) of the threats. This is a very interesting
work that proposes several security countermeasures, but it does not consider the config-
uration of the device and does not propose an extensive taxonomy for the known Android
configuration threats.

Mylonas et al. [64] surveyed the security awareness of smartphone users that install
applications from official app repositories (e.g. Apple’s App Store, Google Play, etc.).
One of the goals is to provide an answer to the following question: “ Do smartphone users
enable security controls on their devices?’. The findings suggest that the majority of users
trust the app repository, security controls are not enabled, and users disregard security
during application selection and installation.

The works presented above include several important concepts and give an insight into



CHAPTER 2. BACKGROUND AND RELATED WORKS 33

the strengths and weaknesses of existing security assessment studies of Android devices.
However, these works (except PA [73|) are based on a manual process (mainly through
interviews) that is prone to user error and is influenced by the experience of the user,
which may distort the final result (the user may not understand all the security settings
or even do not know how to assess them). Our study uses an automatic tool (Android
application) for gathering and analyzing the configuration settings, providing key infor-
mation for security assessment and improvement of mobile devices. We also highlight
the most common vulnerabilities raised by user’s security misconfiguration and propose
countermeasures for the manufacturers, which is a clear contribution of our work.

2.4 Final Remarks

This chapter presented relevant background and related works on the security of computer
systems to help the reader following the ideas presented in the next Chapters. The works
presented include several important concepts and give an insight into the strengths and
weaknesses of existing security assessment proposals and benchmarks. A key observation
is that most works use a manual or semi-automated process, which is prone to user error
or influenced by the experience of the user. This may distort the final result, as the user
may not understand all the security settings or even do not know how to assess them.

The works discussed include several concepts that are important to understand and
follow the rest of this manuscript. Such works focus different aspects, but in general they
are related with security assessment, security benchmarking, risk analysis, risk assessment
and security configurations. Table 2.1 presents the relation among the main related works
and the key subjects addressed in this thesis.

Table 2.1: Comparison between this work and the 7 most relevant related work.

Security | Analysis of | Users Risk Security Security Mobile
Tool field data | survey | analysis | benchmark | configuration | Devices
CIS benchmarks [27] v v v
Neto and Vieira [67] v v v
Chin et al. [13] v v
Hogben and Dekker [40] v v 4
Theoharidou [88] v v 4
Shabtai 78] v v
Mylonas [65] v v v
Thesis v v v v 4 v

As can be seen, the main differences and contributions of our work with regard to the
state-of-the-art are the presence of a security tool (uSEA) and the analysis of field data.
Comparing with the CIS benchmarks [27], our work provides a security configurations
benchmark that is able to rank devices based on the risk analysis of each security config-
uration (instead of only providing guidelines for setting the configurations, as is the case
of the CIS documents.

There is a clear gap in the literature with respect to methodologies to evaluate the
security of mobile devices, mainly with respect to the user-defined security configurations.
Just as the individuals share responsibility for their personal safety, the security of the
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information managed by a mobile device strongly depends on its user. End users do not
appear to understand cybersecurity sufficiently to manage their security configurations.
Therefore, researchers and manufacturers should strive to improve the current scenario
to avoid or reduce the perils of mobile device configurations. In the next Chapters this

Thesis is discussed in details.



Chapter 3

On user-defined security configurations

Vulnerabilities in the mobile devices environment rise from programming bugs, project
defects and configurations issues [56]. This way, the identification and the assessment of
security characteristics becomes a major issue to understand the effectiveness of existing
security mechanisms and configurations. Moreover, it is important to know how the users
configure their devices on the field, offering a better perception of the most common
configurations issues.

This chapter presents an approach supported by a tool that allows assessing the se-
curity of Android devices based on the user-defined security configurations, which are
known to be a key source of vulnerabilities. The tool automatically extracts 41 settings
from the mobile devices under testing, 14 of which defined and proposed in this work and
the remaining adapted from the well-known CIS benchmarks. The chapter discusses the
settings that are analyzed, describes the high level architecture of the tool, and presents
a preliminary evaluation that demonstrates the importance of this type of tools as a
foundation towards the assessment of the security of mobile devices.

The outline of this chapter is as follows. Section 3.1 discusses the process for the
identification of the user-defined security configurations that serve as basis for this work.
Section 3.2 presents a tool for gathering the values for such configurations from devices.
Section 3.3 presents an analysis of user-defined security configurations of real devices and
Section 3.4 maps the configurations with known vulnerabilities and exploits. Section 3.5
proposes some countermeasures that can be applied to mitigate some vulnerabilities.
Finally, Section 3.6 concludes the Chapter.

3.1 Identification of user-defined security configurations

In this work, a user-defined security configuration is defined as any setting, configuration
or value that users can define or set and that have some impact in the overall security of
the device. Examples of such configurations include: enabling a password to unlock the
device; encrypt the device storage; and perform a data reset after a number of incorrect
password tentatives. In practice, these configurations increase the effort that an attacker
must make to retrieve information from a targeted device.

This work is based on a detailed analysis of the security recommendations proposed by
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the CIS security benchmarks for mobile devices, complemented by a set of settings identi-
fied as relevant. The two sets have been integrated in a list of user-defined configurations
that can be applied to different mobile operating systems, and that has been used to
support the implementation of uSEA (user-defined SEcurity configuration Assessment),
our security assessment tool for the specific case of Android devices.

3.1.1 Concepts, definitions and procedure

Configurations are a great part of computer systems operations and are related with
performing a customization according to the users, or generically, the environmental needs.
With a customized system, it is possible to adapt to different purposes, for instance, an
Internet banking can be adjusted by the user to present the stocks and investment funds
that he wants to follow. Another example are modern operating systems, which have a
great number of possible configurations and can be customized from setting a wallpaper
to enabling cryptography in the device storage. In fact, configurations are related with
the personalization of the system, thus enhancing the user experience.

Some configurations are irrelevant from a security perspective, for instance, changing
the color of the system task bar or changing the wallpaper. On the other hand, there
are a lot of configurations that have a direct impact in the system security, such as the
definition of a strong password to log into the system, the encryption of the device storage
and the setting of the right permissions to access files in the system.

Every system has a default set of configurations, which is typically referred as default
factory settings. However, the user is able to change some of those configurations to better
fulfill his requirements and environment. When these user-defined configurations impact
the device security, then they become user-defined security configurations.

The process for gathering security configurations can be manual or automatic. The
automatic analysis of user-defined configurations has several advantages when compared
with the manual analysis. First, it is much simpler and faster. Second, automatic analysis
is not prone to users errors, as is the case of manual analysis where user experience
and misinterpretations may influence the security assessment results. Finally, using an
automatic analysis allows assessing some configurations that cannot (or is impractical
to) be accessed by manual means using the standard user interfaces. For example, to
verify the presence of some types of application we need to verify the installed application
signature on the device with regard to a database of known malware, anti-malware and
root applications (e.g. if the device has 15 installed applications and the database 700
malware signatures, 15x700 comparisons will be made only to verify the existence of
malware), which is impractical to do by manual means. Nonetheless, manual analysis has
also some advantages over the use of a tool. In fact, there are configurations that can
only be accessed via the user interface and for which there is no API available. This is
mainly due to the fact that some systems limit the access to sensitive data from user-level
applications.

The literature regarding security configurations of mobile devices is vast and spread,
as there is no standard or consensus on naming configurations or identifying them. Of
particular interest are the CIS Security benchmarks [27], which list a great number of
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configurations, even if the provided documents are still incomplete and need to be com-
plemented by other works [10,13,20,51]. It is important to note that the set of available
security configurations are always changing as new versions of mobile operating systems
are released. This way, we are aware of the fact that the list of security configurations
identified may become outdated for new versions of the operating systems. Nevertheless,
a key aspect is that adding new settings to the list (or revising existing ones) is a task
that would basically consist of repeating the same steps performed in this work.

3.1.2 (IS security settings

Four CIS security benchmarks [27], two designed for iOS devices (i0S 6 and iOS 7), and
another two for Android devices (2.3 and 4.0), were analyzed in order to understand
and extract all the relevant user-defined security configurations that should be considered
when assessing the security of Android devices. As mentioned before, the CIS benchmarks
provide a set of best practices, in the form of PDF documents, to help organizations
assessing and improving their cyber security. The recommendations prescribed by CIS
focus on the practical aspects of the configuration of the target systems and assert the
correct value that each configuration option should have in order to enhance the overall
security during the system usage.

Table 3.1 summarizes the 44 security settings collected from the four documents, divid-
ing them into the following seven distinct categories (created to allow better understanding
the specific characteristics and relevance of the settings):

e Application: this category is related to the applications installed on a mobile device,
focusing on their type (normal, malware, antivirus, root) and on being updated;

e Browser: this category is related to the configuration of the user’s default browser;
e Content: this category concerns about the data/information stored on a device;

e Network: this category is related to general communication settings;

e Password: this category concerns about the strength of passwords;

e Permission: this category is related to access permissions and encryption of the
device storage;

e System: this category is related to the general system settings.

Note that this categorization is extremely useful when one wants to focus in a given
subset of settings related to a specific configuration aspect and can also be used as a
practical way to summarize the results of a given security assessment effort. For each
setting the table shows in which document or documents it was found, which provides
some insights on its potential generalization.

The specific configuration values for each setting are not shown in the Table 3.1 due
to lack of space, but they can be found in the Appendix A. In practice, some values
can also be inferred from the name of the recommendation (e.g. setting enable password
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Table 3.1: Consolidation of security concerns from CIS security benchmarks.

ID | SECURITY CONCERNS [i0S6 [i0S7 | A2.3 | A4.0
APPLICATION
‘ Al* ‘ Enable automatic app updates ‘ v ‘ ‘
BROWSER
B1 | Disable JavaScript v v v v
B2* | Disable form auto-fill v v v v
B3 | Disable cookies v
B4 | Enable block pop-ups v
B5* | Disable plug-ins v v
B6* | Disable remember passwords v v v v
B7* | Enable basic SSL checks for websites v v v v
B8* | Turn on private browsing when needed v v
CONTENT
C1* | Disable SMS preview when the device is locked | v v v v
C2* | Disable apps views when the device is locked v v
C3 | Limit the number of text messages v
C4 | Limit the number of multimedia messages v
NETWORK
N1 | Remove WiFi entries v v v v
N2 | Disable network notification v v v v
N3 | Disable WiFi when not needed v v v v
N4 | Disable bluetooth when not needed v v v v
N5* | Disable auto-join for all WiFi networks v v v
N6 | Enable airplane mode v v v v
N7 | Turn off personal hotspot when not needed v v
N8* | Turn off VPN when not needed v v v
N9* | Turn off AirDrop discoverability v
PASSWORD
P1 | Enable password v v v v
P2 | Require alphanumeric value v v v v
P3* | Disable passcode unlock for fingerprints v
P4 | Enable SIM card lock v v
P5 | Do not make passwords visible v v
P6 | Erase data upon excessive password failures v v v v
P7 | Set a maximum password age v
P8 | Set number of password history v
P9 | Insert minimum passcode length v v v v
P10 | Set minimum number of complex characters v v v v
P11 | Set timeout minutes for sleep v v v v
PERMISSION
PE1 | Enable encrypt phone v
PE2* | Encrypt credentials storage v
SYSTEM
S1 | Update firmware to latest version v v v v
S2* | Disable access to control center on lock screen v
S3* | Erase all data before discard the device v v v v
S4 | Disable developer options v v
S5 | Disable unknown sources v v
S6 | Disable location services when not needed v v v v
S7* | Enable “find my device” feature v
S8* | Set security to disallow profile removal v v
S9 | Disable mock location v v
TOTAL
‘ Total number of security concerns in each document ‘ 25 ‘ 30 ‘ 28 ‘ 32

means that a password must be set (enabled) on the device), while for others it is indeed
necessary to refer to the Appendix (e.g. the configuration set timeout minutes for sleep
recommends that the device should lock after less than 90 seconds of inactivity). These
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values are used by the security assessment tool to assess how good (in security terms)



CHAPTER 3. ON THE RELEVANCE OF SECURITY CONFIGURATIONS 39

Table 3.2: Presentation of new security concerns.
ID | SECURITY CONCERNS

APPLICATION
A2 | Do not install root applications
A3 | Install anti-malware
A4 | Do not install malware
CONTENT
C5 | Limit the number of photos
C6 | Limit the number of audios
C7 | Limit the number of videos
C8 | Limit the number of documents
NETWORK
N10 | Disable ICMP Ping
N11 | Disable bluetooth discoverability
PASSWORD
P12 | Enable pattern password
P13 | Disable visible lock pattern
PERMISSION
PE3 | Disable write permission on /system
PE4 | Disable write permission on /data
PE5 | Do not root ("JailBreak")

the configuration of a mobile device under testing is. The user-defined settings gathered
by the tool are compared with the ones defined in the context of the CIS documents to
identify potential security vulnerabilities.

As some configurations are only applicable to the iOS platform and due to the security
characteristics of the Android architecture, the assessment of some settings (marked with
an asterisk on Table 3.1) cannot be automated by a third party application. For instance,
B2 (disable form auto-fill) is set through the Browser application and due to the Android
sandbox, another application cannot read this information. As this may affect the final
results, solutions should be researched in the future to allow gathering those settings (e.g.
closer integration with the operating system design).

3.1.3 Additional security settings

Due to their potentially limited scope, the security assessment of the user-defined settings
stated in the CIS benchmarks needs to be complemented to include additional key con-
cerns to tackle more security issues. Table 3.2 presents the 14 security settings proposed
in order to improve the CIS benchmarks, considering the same seven categories described
in the previous section.

The reasoning behind each of the security settings proposed is as follows:

e A2: some applications can root (jailbreak) the device, causing loss of warranty and
security breaches, as an application on a root device can access any information
stored;
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e AZ: antivirus applications can detect and remove malware, reducing the attack
vectors and attack surface of the device;

e A4: malware may disclose private information, causing financial loss and others;

e (5, C6, C7 and C8: some photos, audios, videos and documents with sensitive or
important information could be stored on the device;

e N10: answering to ping requests can give to an attacker the possibility of knowing
the IP of the device, thus increasing the attack surface;

e N11: if Bluetooth access is invisible, the device becomes more difficult to find,
reducing the attack surface;

e P12: although the use of a password pattern is less secure than use an alphanumeric
password, it is better than not using a password mechanism;

e P13: a visible password pattern tracks the user motion while unlocking the device,
thus making visible the track motion may disclose the password;

e PE3 and PE4: due to its sensitivity, the system and data folders must have read
only permission to the user, having write permissions facilitates rooting the device
and information corruption and disclosure;

e PE5: if the device is rooted (jailbreak) there is no security assurance as any appli-
cation with root permission can access any information on the device.

In the particular case of C5, C6, C7, and C8, contents may be disclosed on a possible
device theft or attack. The maximum number of items of each type is obviously open to
discussion, but we considered 20 items. This value was retrieved from the CIS security
benchmarks documents [27| that originally defined it as the limit for text and multimedia
messages. Although the CIS documents do not contemplate other content types, we
considered the same value for photos, videos, audio and documents. Anyway, this is the
type of configuration that can be easily tuned in our tool.

The settings of the application and content categories were derived from the needs
raised by the works [10,13]; N10 and N11 were added confronting the current existing
Android APIs for the network interfaces and the CIS security benchmarks; P12 and P13
were added after comparison between the CIS security benchmarks configurations related
to password and the login methods of the Android devices; and PE3, PE4 and PE5 were
added after analysis of mobile device’s known threats [51].

We are aware of the fact that the list of security settings identified is not complete
and may become outdated for new versions of the operating systems. Nevertheless, the
proposed set is based on the well-known benchmarks from CIS, complemented with several
settings defined by the authors. A key aspect is that adding new settings to the list (or
revising existing ones) is a task that would basically consist of repeating the same steps
performed in this work. The major issue at this point is automation, as already referred for
a considerable set of settings defined in the CIS documents, for which advanced solutions
need to be researched in the future (e.g. the integration of security assessment in the
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operating system itself). Another relevant question is the interdependence between two
or more security configurations, in other words, the impact that one configuration has in
another one, this interdependence is detailed later in Chapter 5.

3.2 The uSEA tool

The User-defined Security Configuration Assessment tool (uUSEA) aims at evaluating An-
droid devices based on the user-defined security configurations described above. The tool
supports the active search for configuration issues that may lead to security vulnerabilities
in the devices under testing, providing information that can be used for improving the
security of the assessed targets and for assessing the proneness of those targets to security
attacks. The tool is currently available on Google Play [94]) and was initially introduced
in [95].

3.2.1 Tool architecture

To support the implementation of the security assessment tool, the two sets of recommen-
dations presented in Tables 3.1 and 3.2 were considered. As discussed in Section 3.1.2,
from the 44 security recommendations extracted from the CIS security benchmarks, only
27 can be automatically assessed due to specific Android architectural concerns. These,
on top of the 14 recommendations proposed in Section 3.1.3, lead to a total number of 58
relevant user-defined settings, from which 41 have been included in our security assessment
tool for Android devices.

The uSEA tool is based on a client-server model in which the client runs in an Android
device and the server in a cloud environment. The client extracts the user’s configurations
and presents the results of the security analysis to the user. The data collected from the
device is sent to the server by invoking a web service that replies with the results of
the analysis. The decision on using a cloud server is based on two aspects: 1) improved
maintenance, as it is easier to deploy an web server update than the mobile application;
and 2) storage of the data collected in a centralized repository that can be used for
further research analysis. In terms of security, the collected data is only available through
a database connection using a ssh login to the remote server and some configurations of
network ports. Additionally, the data collected are anonymous as the unique information
that allows correlating the misconfigurations with the source device is the AndroidID (a
device unique identifier), but no information in the dataset is enough to identify the user
that owns a device with a given AndroidID (i.e. the AndroidID is not sufficient to identify
the user). Figure 3.1 depicts the uSEA’s high level architecture.

The process consists of 6 steps:

1. The Security Assessment App extracts the security configurations from the device
under testing, except the ones in the browser category, as listed in Tables 3.1 and 3.2;

2. The information collected is encapsulated into a SOAP message that is sent to the
Web Service (WS);
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Figure 3.1: High Level Architecture of uSEA.

3. The analysis of the extracted settings is performed by comparing the user-defined
configuration values with the ones recommended for each setting from a security
point of view;

4. The outcome of the analysis is stored in the Database for future analysis and also
sent to the client application for being later displayed to the user;

5. The Default Browser App is requested to open in the mobile device and to access the
JavaScript web page in the server, in order to do a security analysis of the browser
configuration;

6. The information collected is analyzed by the Servlet, stored in the Database, and
sent back to the mobile device for being displayed together with the analysis of the
other settings (sent to the client in step 4).

An unique benchmark ID, also depicted in the HLA, is generated by the WebService
when a new security analysis is started and returned to the Security Assessment App
together with the WS response. The Default Browser App is opened via Intent (one
way to do interprocess communication in Android) with this ID parameter, which is
later sent via the GET method to the JavaScript web page, allowing linking the browser
configurations with the device’s configurations previously obtained. Although this unique
ID changes when the security assessment tool is executed more than once in the same
device (it is used to identify a single and unique security assessment result on the dataset),
we are able to correlate the results from multiple executions, which allows understanding
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the evolution in terms of the security of configurations in the same device. Note, however,
that for privacy reasons the information we have is not enough for tracking the data back
to the users of the mobile devices tested.

The architecture of the tool was defined and implemented aiming at achieving an ac-
ceptable level of maintenance and extensibility, supporting the addition of new settings
with some impact. In practice, it enables gathering new security concerns by performing
modifications in some components, which is an important aspect as the tool should be ex-
tended when new needs emerge. For example, to extend the tool for another platform (e.g.
i0S), the client app needs to be reimplemented (implementing the adequate mechanisms
to gather the relevant settings). On the server side some tunings are required, mainly
regarding the analysis functionality: the set of configurations may change (e.g. disable
developer options does not apply for iPhone users), and the signatures for the malware,
antivirus and root applications need to be updated as they are currently designed for
the Android (nevertheless, extending to another platform requires only gathering the new
signatures and updating a configuration file).

3.2.2 Collecting the security configurations

The uSEA application is available on Google Play, which means that any Android user
can install the application and contribute to our dataset. When executing the application
for the first time, the user must agree with our terms of use agreement, so we can collect
the user data for research purpose. After the user agreement, they are encouraged to
answer an optional survey that intends to outline his profile (personal information), in-
cluding aspects like gender, age, highest education degree earned, field of action, and the
level of experience on using smartphones and tablets. The age is divided into 6 categories:
young (less than 25 years), young adult (25 to 34 years), adult (35 to 44 years), middle
age (45 to 54 years), mature adult (55 to 64) and old-aged (65 years or more), following
the recommendations presented in [82]. The highest education degree is divided into non
graduate, graduate, master and PhD. The acting area is divided into 5 categories: agricul-
tural sciences, biological and health sciences, exact and technological sciences, humanities
and social sciences, and others. Finally, the experience on mobile devices usage is divided
into: less than one year, between 1 and 2 years, between 2 and 5 years, and more than 5
years.

The security analysis is performed at the server side using the information received
from the client application running in the mobile device. The security concerns in the
application category are compared against a pre-defined package list of known malware,
root and security applications. The list of malware was extracted from the malgenome
project [106] that provides a large collection of 1260 Android malware samples. This
dataset was analyzed and the packages were extracted in order to generate a list of known
malware signatures, resulting in a set of 734 distinct packages. The list of security ap-
plications consists of applications such as mobile device management systems (MDM),
password managers, malware detectors and removal, and any other application whose
purpose is to bring security and/or privacy to the user. This list was created based on
a thorough search for security applications at Google Play and several developer forums
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(e.g. xdadevelopers [105] and stackoverflow [69]), resulting in a total of 87 security appli-
cations (at the time of writing this work). For the root applications, we used a similar
methodology and considered any application that intends to root an Android device or
provide any information about how to do it, which resulted in the identification of 16
root applications. We are aware that these lists may be incomplete, thus leading to the
possibility of false negatives (e.g. not reporting the existence of a malware because it
is not included in our list), but extending them consists of simply adding entries to a
configuration file. Also, this approach may lead to some false positives (e.g. reporting
a legitimate application as being a malware) due to the existence of malware in our list
which was implemented using the same name of a legitimate application.

In the browser category, several security settings cannot be gathered on Android, be-
cause all applications (including the web browser) run inside the Application Sandbox.
This means that the application data and code execution are isolated from other appli-
cations. In other words, the browser application runs in a secure environment, so other
processes on the system, including our security assessment tool, cannot access its code
or private data. The solution found to extract and validate some of the security settings
of the default web browser is to run a web page that executes client-side code written in
JavaScript. This allows assessing if the JavaScript (B1), cookies (B3), and pop-ups (B4)
are enabled (or not) on the browser configuration.

For the recommendations in the content category, we used an Android feature called
content provider for Honeycomb and above versions and implemented a method to count
the number of items for the other versions. Content providers manage access to a struc-
tured repository of data, but are available only in the latest versions of Android. They
encapsulate the data, and offer mechanisms for defining data security aspects for others
applications, and are the standard interface that connects data in one process with code
running in another process [25]. The Android system holds all the text and multimedia
messages, videos, photos and audios on distinct content providers making it easy and
fast to retrieve the number of items of each type. The method developed for the older
versions identifies and counts as documents pdf files, presentations, spreadsheets and text
documents (except “.txt” files that are mainly used for storing application and system
configurations, and not for user data).

For the password security concerns, we used the Device Administration API that in-
cludes a vast number of methods to access the Android password policies. Unfortunately,
to have access to this API the security assessment tool needs to request administration
permission during its first execution. For the other categories (network, permission and
system), the data was collected using APIs like WifiManager (to gather WiFi config-
urations), BluetoothAdapter (in charge of get the Bluetooth settings), Settings.System
(containing miscellaneous system preferences), and others.

In summary, from the 44 security recommendations extracted from the CIS security
benchmarks only 27 can be automatically assessed due to specific Android architectural
concerns. These, on top of the 14 settings proposed by the authors, lead to a total
number of 58 relevant user-defined configurations, from which 41 could be included in
the uSEA. However, because the security configurations on the browser category are
stored in the context of the default web browser application, the solution implemented by
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our tool requires running a web page that executes client-side code, thus assessing these
configurations requires the user authorization to open the web browser.

3.3 Case Study: Analysis of user-defined security con-
figurations of real devices

Delegating to the end-users the configuration of security settings of mobile devices leads
to a large number of vulnerabilities. In this context, it is extremely important to under-
stand the most common misconfigurations and, specially, propose ways to mitigate the
corresponding vulnerabilities and threats. This section discusses in detail our observations
regarding the security configurations of 561 Android devices. The dataset was gathered
over a period of 15 months, collecting the devices’ security configurations whenever the
user executed the tool.

3.3.1 Data gathering and sample space

Approximately one third of users in our dataset of 561 devices responded to the personal
information survey. Among those, the most common profiles are male (66%), have less
than 25 years (51%), are graduated (47%), work or study in a area different from the
ones listed by the application (57%), and there is no major significance in the category
of experience with mobile devices. Although this information is relevant to understand
the sample set, the focus of this work is to understand the overall Android security
configuration issues. This way, the concrete user profiles are not taken into account, i.e.
the profile of the user is not related to the misconfigurations observed in his device, as
presenting such an analysis would require a much larger sample space.

Although during the period of our study (15 months) we gathered data from 561 de-
vices, the sample size for the browser category is only of 419 users (some users did not
allow the execution of the default web browser during the security tests). The overall
sample space market share of the manufacturers is depicted in Figure 3.2. The numbers
indicate a predominance of Samsung devices (52%), but there are also other manufactur-
ers with a great portion of the sample space: LGE (22%), Motorola (10%), Sony (4%)
and Alps (2%). The relative number of devices running a given version of the Android
platform is depicted in Figure 3.3, Jelly Bean is the most used platform (46%), followed
by Gingerbread (26%), KitKat (15%) and Ice Cream Sandwich (12%). This analysis is to
contextualize the overall dataset and it is not considered to identify the security aspect
for each profile, as it would require a larger dataset.

Related works that evaluated the user awareness on security of mobile devices used a
sample space smaller than our’s. In fact, Chin et al. [13] surveyed 60 smartphone users,
Ben-Asher et al. [10] surveyed 465 users and Mylonas et al. [64| sample population’s
includes 458 smartphone users. This gives us some confidence that the observations
presented in this study may hold in a generic manner.



CHAPTER 3. ON THE RELEVANCE OF SECURITY CONFIGURATIONS 46

Alps
Sony 2%

Figure 3.2: Manufacturers share.

Lollipop clair _Froyo
0%\ 1%

KitKat
15%

Honeycomb
0%

Figure 3.3: Android platform versions.

3.3.2 Overall results

An overall analysis of the number of correctly set configurations (from a security point
of view) in the 561 devices analyzed is shown in Figure 3.4. As we can see, in average,
only 18 out of 38 security configurations are correctly set (the browser configuration was
not included here due to the limitations discussed in Section 3.3.1). Also, the highest
number of correct configurations in a device is 26, which suggests that even the users
most concerned with security aspects fail at setting a large number of configurations on
their devices (at least 12 in the sample set analyzed). On the other hand, the worst case
has only 11 configurations correctly set. This analysis reinforces our argument that users
need to become more aware of the security implications of the configurations they set
and the manufacturers should limit the user intervention on the security configurations
of mobile devices and provide best ways to help users make informed security decisions.

Figure 3.5 presents the results aggregated per category, the “unsecure” label is related
to the security configuration number that is being neglected by the users, in other words,
that is misconfigured, while the “secure” label means that the security configuration is
respected and well set in the security point of view. As shown, the browser and password
category have, in average, less than one third of the configurations correctly set. Also,
for the content and network categories, a little more than half of the configurations are
correct (the observations for the remaining categories go in the same line, being the system
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Figure 3.5: Analysis of the configurations of all categories.

category the one with a large proportion of correctly set configurations). Again, we can
argue that a large number of security configurations is being neglected by the users, and
that this is largely independent from the category under analysis. Although this generic
analysis is important to give a first insight about the security awareness of end-users, in
the next sections we provide a fine-grained analysis considering each security configuration
individually.

3.3.3 Application category

The configurations in the application category are related to the applications installed on
the mobile devices, focusing on malware, root exploits (“jailbreaks”) and security applica-
tions. This way, the analysis in this category is based on the comparison of the signature
of the applications installed in each device with a list of known malware, root exploits
and security applications’ signatures (already discussed in Section 3.2).

Figure 3.6 depicts the percentage of users that have malware, root exploit and/or
security applications installed (or not) on their devices. A first observation is that only
36% of the users have a security application installed, which is a major concern as in
2013 mobile malware was almost exclusively focused on the Android platform [86] and
the volume of Android variants increased by 40 percent in 2015 [87]. The installation of
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Figure 3.6: Analysis of the configuration in the application category.

security applications can mitigate the risks raised by these malicious applications, that
is the case of malware detectors. Another important aspect is that 11% of the devices
analyzed had some kind of malware installed. This is a key problem as the most common
goals of malware are to collect private user information (61%) and to send premium-rate
SMS messages (52%), leading to substantial financial loss [25]. On the other hand, only a
small percentage of the users (5%) have root exploit applications on their devices, which
is an important and positive aspect, as root exploits are frequently used by malware
authors for bypassing security mechanisms and by smartphone owners for customizing
their devices (such customizations frequently affect the security of a device) [25].

Our analysis confirms something that some researches frequently suggest: smartphone
security software is more likely not to be installed, as users tend to be unaware of it [64].
On the other hand, the low percentage of devices with root exploits installed indicates
that only a few users are open to customize their devices.

3.3.4 Browser category

The browser category is related to the configuration of the user’s default browser. A
third party Android application is not able to assess the configurations values of the
Browser application due to Android platform restrictions, so it was necessary to assess
those configurations through a client-side page.

Figure 3.7 depicts the configurations issues regarding this category. Note that there is
a large usage of cookies and JavaScript, which is perfectly understandable because a large
number of web sites requires these settings to run properly. The configuration that calls
more attention is the one related to blocking pop-ups as 14% of users have this feature
disabled. The problem is that pop-ups are frequently used to open untrusted malicious
web sites [27] and also for performing phishing attacks [104].

The user’s default browser security configurations do not vary much from the ones that
come by default on Android devices, which have JavaScript, cookies and block pop-ups
enabled. This suggests that most users are unaware or indifferent to the inherent browser
security issues and just use the default configurations set by the manufacturer.
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3.3.5 Content category

The configurations in the content category are related with the data/information stored on
the device, which may be disclosed due to a device theft or cyber attack. The maximum
number of items recommended for each type of data/information is obviously open to
discussion. In this study we consider 20 items, a value retrieved from the CIS security
benchmarks documents [27] that originally defined it as the limit for text and multimedia
messages. Although the CIS documents do not contemplate other content types, we
consider the same value for photos, videos, audio and documents. Again, this is the type
of configuration that can be easily tuned in our tool.

Figure 3.8 presents the results for the content-related security configurations. As we
can see, there are several problems, specially in what regards photos and audio files (the
average number of photos and audios on the devices are respectively 392 and 150), which
increases the chances of having sensitive information on these files. Another concerning
issue is the number of text messages and videos (in average, 91 and 50 respectively)
suggesting that the users keep an amount of information on their devices that increases
the chances of having sensitive data leaked in an eventual cyber attack or physical theft.
The multimedia messages (MMS) are less used, probably because it’s cheaper and faster to
send media by others means, nowadays there are a plenty of application able to supplant
MMS capabilities.

The analysis of this category confirms that the majority of the Android users store
a large amount of information in different formats (audio, video, text and image), which
makes them a storage of sensitive information and, consequently, a valuable target for
malicious minds. Note that the analysis is performed from a “hard” security point of view
(either it is secure or not), but people may need to have more than 20 photos and audio
files in their smartphones (that’s reasonable when you use it to take pictures and listen to
music), and so on. Thus, if all security parameters are set to the “secure” configuration,
smartphones maybe lose their great utility. The important aspect is that most users
disregards security aspects carrying in their smartphones a large amount of information.
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Figure 3.9: Analysis of the configuration in the network category.

3.3.6 Network category

The network category is related to general communication settings. This category is very
important as most devices support multiple ways to connect to a network or the Internet,
thus increasing the attack surface.

Figure 3.9 summarizes our observations. As shown, most users have pre-configured
WiFi networks (see known networks configuration) stored on their devices (83%) and
also use the WiFi network as the primary mean for connecting to the Internet (78%).
Disabling the WiFi interface when not using it reduces the attack surface of the device.
Additionally, the cellular data network interface is more difficult to sniff than the WiFi
interface [27]. The network notification is another issue. When it is enabled and a new
network becomes available, an icon appears on the status bar, which in turn shows a
list of available networks from which the user can choose. However, requiring the user
to manually configure and join a WiFi network reduces the risk of inadvertently joining
a similarly named yet untrusted network (e.g. “linksis” vs. “linksys”) [27]. The ICMP
echo reply (ping) is activated in some devices (19%), which can lead to the device status
discovery (e.g. connected or disconnected). Regarding the airplane mode, the users are
not enabling this control (as expected), as it determines whether the devices can handle
radio signals, thus being used only in specific cases.
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Figure 3.10: Analysis of the configuration in the password category.

The network category is quite threatening as much information can be extracted using
the network interfaces. It is clear that the best practices for the security configurations
on this category have a poor adoption by the users, specially in what regards the usage of
WiFi networks. This is understandable as the large usage of WiFi is related to its lower
cost and better performance when compared to a cellular network data service.

3.3.7 Password category

The password category, as aforementioned in Figure 3.5, are the most concerning category
in which less than one third of the configurations are correctly set. Figure 3.10 shows the
results for the password related configurations. Before analyzing the data, it is important
to note that some of these configurations cannot be set by the users via the standard
Android interface. For example, the number of password failures allowed before wiping
the device data, the password history length, and the password expiration date can only
be set using third party applications with administrator permission. The results show
that the users do not configure those settings because they can not do that by simple
means.

Another important security configuration is the use of a password: although most
users have a password configured (65%), a big part of them do not use any login mech-
anism. Additionally, the Android pattern password is more used than the alphanumeric
one, but the pattern password is considered more weak because it has a very limited
number of combinations (389,112 possible patterns [9]) and can be easily observed by a
malicious person or even stressed via brute force methods. The fact that, in America, 1
out of 10 smartphone users are victims of phone theft [54] increases the attention to this
configuration as a phone with no password offers no barrier and make it easier for the
thief to retrieve any information stored on the device.

The “SIM Lock” configuration is another example of a security setting that the user
can manage, however as we can see, there is a poor adoption of this mechanism. SIM
cards often contain contact and other personal information. This setting will lock the SIM
card so that it requires a PIN to access. Parties who do not know the SIM PIN should not
be able to view the SIM card’s contents, nor use the SIM card in another mobile device.

From this analysis we can state that most users neglect password configurations, which
is due to the fact that some configurations cannot be set through the Android user inter-
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Figure 3.11: Analysis of the configuration in the permission category.

face. Thus, manufacturers should rethink their approach, and provide security tools that
facilitate password management and support advanced and easy authentication methods
(e.g. finger print authentication) [10].

3.3.8 Permission category

The permission category is related to the encryption of the device storage and also to the
access permissions to some Android platform folders. As shown in Figure 3.11, none of
the tested devices had storage encryption configured. This is expected as most users are
not aware of such feature and also because it is a time consuming process that decreases
the device performance. However, this also demonstrates the user indifference regarding
this setting and suggests that manufacturers should rethink or re-implement this feature
since it is not being used in practice.

Another interesting security configuration is the root permission that shows that 13%
of our sample space users have their devices rooted, also known as jailbroken: this value is
similar to another study that estimates that 15% to 20% of Android phones are rooted |76].
This configuration is of extreme importance and, as aforementioned, it is coveted by two
groups of people: malware authors and smartphone users [25|. While the malware authors
may try to root a device to gain extra privileges and perform any operation on the phone,
users want to install customized versions of operating system (which also opens the door
for malicious applications) [25]. The percentage of jailbroken devices is low because the
process to jaibreak a device requires an expertise in this subject. It is important to note
that many users, regardless of security consequences, root their devices or flash customized
Android builds to customize their phones.

It is also important to note that some devices (15%) have write permission to the
System folder which contains the Android system, other than the kernel and the ramdisk.
This includes the Android user interface as well as all the system applications that come
pre-installed on the device. Wiping this partition will remove Android from the device,
but it will still be possible to put the phone into recovery or bootloader mode and install
a new Android build. The permission of the System folder is very important as with a
write permission an user can inadvertently be able to make changes that he/she should
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Figure 3.12: Analysis of the configuration in the system category.

not do, such as, install applications with system’s privilege.

3.3.9 System category

The system category is related to the general system settings. Results in Figure 3.12 show
some important issues as several users have their Android firmware outdated. In fact, we
observed that only approximately 21,5% percent of the Android devices have the latest
firmware version installed. This result is of great importance, because its calls forth a
common and well-known problem of the Android platform: fragmentation. Although the
operating system that runs on different devices from different manufacturers is the same,
the manufacturers frequently do some customizations putting additional applications,
carrier specifications, set of wallpapers, ringtones and etc. Consequently, when Google
releases a new Android version, the manufacturers should re-implement (or reuse) their
own customizations and this demands effort, time and budget, leading some devices to
become obsolete when their manufacturers stop supporting them.

Another important configuration is enabling the installation of applications that are
not obtained from the Google’s official store, which may expose the user to malware [25]:
we observed that 47% of the users enable this configuration, which is in our opinion an
extremely large number. Although, malware and adware are still found in Google Play,
it helps (or tries to) protect the device by blocking potentially harmful apps (before an
app is published to Google Play, it is reviewed to make sure it is not harmful).

A key recommendation is to enable the GPS (Global Positioning System), Mock lo-
cation! and ADB (Android Debug Bridge) ?), only when necessary as these allow to,
respectively, disclose the user’s location and increase the attack surface (e.g. by connect-
ing to the device using an USB cable). The problem is that, although many users have
these settings disabled, there is a great number that neglect them suggesting that they
are unaware of the security risks faced.

1 Also known as fake location.
2A command-line tool that allows to communicate with an emulator instance or with a connected
Android device.
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3.4 Mapping configurations with known vulnerabilities

and exploits

Understanding real vulnerabilities that are related with user-defined configurations is a
key aspect to motivate users to take such configurations seriously. Also, it is of major
relevance for leading the manufacturers to rethink their policies in terms of the secu-
rity configurations that can be modified by the users. In this section we discuss several
well known vulnerabilities and exposures of Android devices, correlating them with user-
defined security configurations that could avoid or mitigate such vulnerabilities.

Based on the most common attacks reported in [28]| and the known literature [11,25,51,
79,97|, we conducted a search on the Common Vulnerabilities and Exposures (CVE) [61]
database, searching for vulnerabilities that can be mitigated or even avoided through the
correct configuration of the device. The process followed was as follows:

1. Search for keywords that are similar to the name of known attacks plus the word
Android. For example, for the Browser exploit, we searched the following keywords:
“Android browser”,

2. Exclude the results that are specific for very old Android versions (1.0, 1.1 and 1.5)
and the ones raised by specific applications (or specific versions of applications) that
are uncommon, thus not possible to find in our data set;

3. Choose the 3 most recent entries. As the CVE contains a huge dataset and some
searches retrieved thousands of vulnerabilities, we opted to focus on the 3 most
recent ones to make our study feasible.

We are aware that there are other common attacks that are not considered in our
analysis. For instance, we do not considered: 1) zero day attacks, as they are related
to attacks that are performed via unknown/unreported vulnerabilities, thus they are not
yet in the CVE database; 2) spamming attacks, as the entries in the CVE database are
related to very specific versions of Android applications, thus not being considered in our
approach; and 3) device theft or loss, as this is related to physical attacks (also out of the
scope of our work).

In this section, 17 vulnerabilities and exposures are presented and demonstrate the
impact of the user-defined configurations on the device security. Great part of them can
be avoided or mitigated by correctly setting 2 or 3 configurations, in special by updating
the device firmware to the latest version. This way, this analysis reinforces the idea that
manufacturers should provide best ways to help users making informed security decisions.

3.4.1 Browser Exploit

Some exploits are designed to take advantage of vulnerabilities in the software browsers
used to access websites [28]. Using the keywords “ Android browser exploit” we found 46
related entries from which the following three vulnerabilities and exposures were selected
for analysis:
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CVE-2015-1275: Cross-site scripting (XSS) vulnerability in org/chromium/
chrome/browser/UrlUtilities. java in Google Chrome before version 44.0.2403.89
on Android allows remote attackers to inject arbitrary web script or HTML via
a crafted intent: URL, as demonstrated by a trailing alert(document.cookie);//

substring, aka "Universal XSS (UXSS)."

The CVE-2015-1275 is related to specific versions of the Chrome browser, correspond-
ing to 314 devices in our data set. To reproduce this vulnerability, one needs to execute
a block of javascript code, which can be avoided by correctly setting configuration Bl
(Disable JavaScript). Fig. 3.13 shows the percentage of devices that are exposed to this
vulnerability (313 out of 561), i.e. the ones that have Google Chrome before 44.0.2403.89
and javascript enabled. In practice, only one of the 314 devices running the vulnerable
Chrome versions was not vulnerable as the other 313 devices have JavaScript enabled.

CVE-2015-1261: The android/java/src/org/chromium/chrome/browser/
WebsiteSettingsPopup. java in Google Chrome before 43.0.2357.65 on An-
droid does not properly restrict the use of a URL’s fragment identifier during
construction of a page-info popup, which allows remote attackers to spoof the
URL bar or deliver misleading popup content via crafted text.

As before, also the CVE-2015-1261 is for specific versions of the Chrome browser,
corresponding to 314 devices in our data set. Reproducing this vulnerability requires
opening pop-ups in the targeted device, which can be avoided by the correct configuration
of B4. Fig. 3.13 shows the percentage of devices that are exposed to this vulnerability
(32 out of 561): the ones that have Google Chrome before version 43.0.2357.65 and block
pop-up disabled.

CVE-2015-1211: The OriginCanAccessServiceWorkers function in content/
browser/service_worker/service_worker_dispatcher_host.cc in Google
Chrome before 40.0.2214.111 on Windows, OS X, and Linux and before
40.0.2214.109 on Android does not properly restrict the URI scheme during
a ServiceWorker registration, which allows remote attackers to gain privileges
via a filesystem: URI.

The CVE-2015-1211 is for specific versions of the Chrome browser, the versions affected
by this vulnerability correspond to 309 devices in our data set. To reproduce it, one
needs to execute javascript, open a popup or use cookies. This way, there is no user-
defined configuration that can avoid this vulnerability. However, the consequence of this
vulnerability is to gain access privileges to the device filesystem, which can be mitigated by
correctly setting the configurations in the content category. Fig. 3.13 shows the percentage
of devices that are exposed to this vulnerability (309 out of 561): the ones that have Google
Chrome version before 40.0.2214.109.
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3.4.2 Data Interception

Data interception may occur when an attacker is eavesdropping on communications orig-
inating from or being sent to a mobile device [28]. Using the keywords “ Android man in
the middle” we retrieved 1421 entries, from which we select the following vulnerabilities
and exposures for a more detailed analysis:

“CVE-2016-1948: Mozilla Firefox before 44.0 on Android does not ensure that HTTPS
is used for a lightweight-theme installation, which allows man-in-the-middle attackers to
replace a theme’s images and colors by modifying the client-server data stream.”

The CVE-2016-1948 is for specific versions of Mozilla Firefox, corresponding to 17
devices in our data set. This vulnerability can be exploited by a man-in-the-middle
attack, which is easier and more likely to happen in WiFi networks than in the cellular
data network. To prevent this exploit, users should correctly set the N3 (Disable Wi-
Fi when not need) and N6 (Enable airplane mode) configurations. Fig. 3.13 shows the
percentage of devices that are exposed to this vulnerability (15 out of 561), which are
the ones that have Mozilla Firefox before version 44.0 and incorrectly set N3 and N6
configurations.

CVE-2008-7298: The Android browser in Android cannot properly restrict
modifications to cookies established in HTTPS sessions, which allows man-in-
the-middle attackers to overwrite or delete arbitrary cookies via a Set-Cookie
header in an HTTP response, related to lack of the HT'TP Strict Transport
Security (HSTS) includeSubDomains feature, aka a “cookie forcing” issue.

The CVE-2008-7298 uses a man-in-the-middle attack to modify cookies in the tar-
get device. This way, configurations B3 (Disable cookies), N3 (Disable Wi-Fi when not
needed) and N6 (Enable airplane mode) can prevent this exploit. Fig. 3.13 shows the
percentage of devices that are exposed to this vulnerability (430 out of 561).

Although there are plenty of vulnerabilities that can be exploited by man-in-the-middle
attacks, the great part of them are related to specific applications (therefore they were not
considered in our analysis) that do not verify X.509 certificates from SSL servers. This
allows man-in-the-middle attackers to spoof servers and obtain sensitive information via
a crafted certificate.

3.4.3 Malware

Malware is any malicious software that can initiate a wide range of attacks and spread
itself onto other devices [28]. Using the keywords “Android malware” we retrieved the
following 3 entries:

CVE-2011-0638, CVE-2011-0639 and CVE-2011-0640: Linux, Mac OS x and
Windows do not warn the user before enabling additional Human Interface De-
vice (HID) functionality over USB, which allows user-assisted attackers to ex-
ecute arbitrary programs via crafted USB data, as demonstrated by keyboard
and mouse data sent by malware on a smartphone that the user connected to
the computer.
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The three vulnerabilities (CVE-2011-0640, CVE-2011-0639 and CVE-2011-0638) are
related to the operating systems that are connected to an Android device through a USB
cable. This can be avoided by disabling the ADB (S4). Fig. 3.13 shows the percentage
of devices that are exposed to this vulnerability (68 out of 561), which correspond to the
ones that incorrectly set the S4 (Disable developer options) configuration.

3.4.4 Unauthorized Location Tracking

Location tracking allows knowing and monitoring the position of registered mobile de-
vices [28]. The use of the keywords “Android location” resulted in 8 entries from which
we select the following:

CVE-2012-6334: The Track My Mobile feature in the SamsungDive subsystem
for Android on Samsung Galaxy devices does not properly implement Loca-
tion APIs, which allows physically proximate attackers to provide arbitrary
location data via a “commonly available simple GPS location spoofer.”

The CVE-2012-6334 is a vulnerability specific for Samsung Galaxy devices, corre-
sponding to 280 devices in our data set. This vulnerability can be exploited by an attacker
that has physical control of the device, which can be avoided by the correct configuration
of the settings in the password category. Fig. 3.13 shows the percentage of devices that are
exposed to this vulnerability (91 out of 561), which corresponds to the Samsung Galaxy
devices that have such configurations incorrectly set.

3.4.5 Network exploits

Network exploits take advantage of software flaws in the system that operates on local
(e.g. Bluetooth, WiFi) or cellular networks [28]. Using the keywords “ Android bluetooth”
and “Android WiFv” we retrieved 15 entries. Next we analyse some in detail:

“CVE-2015-6618: Bluetooth in Android 4.4 and 5.x before 5.1.1 LMY48Z allows user-
assisted remote attackers to execute arbitrary code by leveraging access to the local phys-
ical environment.”

The CVE-2015-6618 is for specific versions of the Android firmware, corresponding to
87 devices in our data set. To avoid this vulnerability, beyond updating the firmware, the
user can disable the bluetooth (N4). Fig. 3.13 shows the percentage of devices that are
exposed to this vulnerability (6 out of 561), which correspond to the ones that have the
vulnerable firmware and bluetooth enabled.

“CVE-2015-5310: WiFi in Android before 5.1.1 LMY49F and 6.0 before 2016-01-01
allows remote attackers to obtain sensitive WiFi information by leveraging access to the
local physical environment.”

As above, the CVE-2015-5310 is also for specific versions of the Android firmware, but
in this case it corresponds to all the 561 devices in our data set. To avoid this vulnerability,
beyond updating the firmware, the user can disable the WiFi (N3). Fig. 3.13 shows the
percentage of devices that are exposed to this vulnerability (434 out of 561).
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3.4.6 Abuse of costly services and functions

The keywords “ Android charges” retrieved only the following entry:

CVE-2014-8610: AndroidManifest.xml in Android before 5.0.0 does not re-
quire the SEND SMS permission for the SmsReceiver receiver, which allows
attackers to send stored SMS messages, and consequently transmit arbitrary
new draft SMS messages or trigger additional per-message charges from a net-
work operator for old messages, via a crafted application that broadcasts an
intent with the com.android.mms.transaction.MESSAGE_SENT action.

The CVE-2014-8610 allows abusing of costly services and functions and is able to
resend SMS messages due to a vulnerability in the MMS application in the Android
platform. Although this can not be avoided by a user-defined security configuration,
the privacy of resending SMS and MMS messages can be mitigated if the user correctly
sets configurations C3 (Limit the number of text message) and C4 (Limit the number of
multimedia message). Fig. 3.13 shows the percentage of devices that are exposed to this
vulnerability (256 out of 561).

3.4.7 Phishing and Spoofing

Phishing and spoofing attacks are similar, although phishing is used to deceive people to
disclose sensitive information and in spoofing attackers may create fraudulent websites to
mimic or “spoof” legitimate sites (and in some cases use those fraudulent sites to distribute
malware to mobile devices [28]). Using the keywords “android phishing” we retrieved 4
entries from which we selected the following for analysis:

CVE-2014-8609: The addAccount method in src/com/android/settings/
accounts/AddAccountSettings. java in the Settings application in Android
before 5.0.0 does not properly create a Pendinglntent, which allows attackers
to use the SYSTEM uid for broadcasting an intent with arbitrary component,
action, or category information via a third-party authenticator in a crafted
application.

The CVE-2014-8609 enables an attacker to craft an application that can create a
phishing SMS in the phone. The correct configuration of S1 (update firmware to latest
version) allow avoiding this vulnerability. Fig. 3.13 shows the percentage of devices that
are exposed to this vulnerability (552 out of 561), which correspond to the ones that run
Android before version 5.0.0.

“CVE-2014-1527: Mozilla Firefox before 29.0 on Android allows remote attackers to
spoof the address bar via crafted JavaScript code that uses DOM events to prevent the
reemergence of the actual address bar after scrolling has taken it off of the screen.”

The CVE-2014-1527 is for specific versions of Mozilla Firefox, corresponding to 3
devices in our data set. This vulnerability can be exploited by means of crafted JavaScript
code. To avoid its exploitation, users need to correctly set configuration B1 (Disable
JavaScript).
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3.4.8 Denial of Service

A Denial of Service attack is the attempt to make a computational resource unavailable.
Using the keywords “android denial of service” we was retrieved 203 entries. The fol-
lowing exemplify the observations and how user-defined configurations may help (or not)
mitigating the vulnerabilities:

CVE-2016-0803: libstagefright in mediaserver in Android 4.x before 4.4.4,
5.x before 5.1.1 LMY49G, and 6.x before 2016-02-01 allows remote attackers
to execute arbitrary code or cause a denial of service (memory corruption)
via a crafted media file that triggers a large memory allocation in the (1)

Soft MPEG4Encoder or (2) SoftVPXEncoder component.

The CVE-2016-0803 impacts 374 devices in our data set. There is no user-defined
configuration (except updating the firmware) that can avoid this vulnerability. Fig. 3.13
shows the percentage of devices that are exposed to it.

CVE-2016-0802: The Broadcom WiFi driver in the kernel in Android 4.x be-
fore 4.4.4, 5.x before 5.1.1 LMY49G, and 6.x before 2016-02-01 allows remote
attackers to execute arbitrary code or cause a denial of service (memory cor-
ruption) via crafted wireless control message packets.

The CVE-2016-0802 is for specific versions of the Android firmware, corresponding to
374 devices in our data set. To avoid this vulnerability, beyond updating the firmware,
the user can disable the WiFi (N3). Fig. 3.13 shows the percentage of devices that are
exposed to this vulnerability (289 out of 561).

3.4.9 Privilege Escalation

Privilege escalation is pursued with the intention of gaining access privileges over more
resources than normally allowed. Using the keywords “android privilege” we obtained 66
entries, from which we select the following examples:

CVE-2016-0810: media/libmedia/SoundPool.cpp in mediaserver in Android
4.x before 4.4.4, 5.x before 5.1.1 LMY49G, and 6.x before 2016-02-01 mis-
handles locking requirements, which allows attackers to gain privileges via
a crafted application, as demonstrated by obtaining Signature or Signature-
OrSystem access.

The CVE-2016-0810 is for specific versions of the Android firmware, corresponding to
374 devices in our data set. There is no configuration (except updating the firmware)
that can avoid this vulnerability.

“CVE-2016-0806: The Qualcomm WiF1i driver in the kernel in Android 4.x before 4.4.4,
5.x before 5.1.1 LMY49G, and 6.x before 2016-02-01 allows attackers to gain privileges
via a crafted application.”

The CVE-2016-0806 is for specific versions of the Android firmware, corresponding to
374 devices in our data set. To avoid this vulnerability, beyond updating the firmware,
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Figure 3.13: Analysis of devices on the field that are vulnerable to known vulnerabilities
and exposures.

the user can disable the WiFi (N3). Fig. 3.13 shows the percentage of devices that are
exposed to this vulnerability (289 out of 561): the ones that have the vulnerable firmware
and WiF1i enabled.

3.5 Countermeasures recommended

The misconfigurations presented in Section 3.3 indicate that end-users probably do not
know or concern about security deeply enough to manage the settings of their own devices.
Additionally, Section 3.4 presented, in practice, the importance of having a well set device.

The CIS security benchmarks for Android devices are defined for two different profiles:
Level 1: which are intended to be practical and prudent, providing a clear security bene-
fit and not negatively inhibit the utility of the technology beyond acceptable means, and
Level 2 which are intended for environments or use cases where security is paramount,
acting as a defense in depth measure, but that may negatively affect the utility or per-
formance of the technology. The first profile makes more sense for the vast majority of
users, while the second seems adequate for professionals with sensitive information in
their mobile devices. Obviously, if all those security parameters are set to the “secure”
configuration, smartphones may lose their great utility, so the countermeasures presented
in this section are not meant to achieve a device with no misconfiguration, but to miti-
gate the most common and concerning ones issues, thus avoiding threats. Also, in this
work we argue that Android manufacturers should rethink their security configurations
policies and provide best ways to help users make informed security decisions. Therefore
we include some countermeasures that should be considered by manufacturers to improve
the security in each of the assessed categories.

A concerning issue of the application category is that the number of users that have
a security application installed is very low (36%). A common practice of the manufacturers
is to customize the Android default built with some carriers and other own features.
This way, we recommend the installation by default of an adequate security application,
which will certainly increase the defenses against malware, diallerware and other malicious
applications, thus preventing or mitigating attacks from this type of applications.

The most concerning issue regarding the browser category is that 14% of users have
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the “block pop-up” feature disabled. Even though pop-ups are not always harmful for the
system, in some situations they include links to download disguised malware applications.
The pop-ups serve as a gateway for the malware, adware and spyware to be installed into
the device. Moreover, the CVE-2015-1261 shows a known vulnerability that exploits the
fact that the device has the block pop up disabled allowing remote attackers to spoof the
URL bar or deliver misleading pop up content via crafted text. This is the reason why
users should use the block pop-up configuration. So we recommend periodic warnings
when the block pop-up feature is disabled.

Regarding the content category, we observed that users often store a high amount
of files, including photos, videos, audio and SMSs that may contain sensitive information.
Although the Android default messaging application includes a mechanism that allows
limiting the number of SMSs and MMSs stored, this feature is seldom used in practice.
Therefore, we argue that the manufacturers should consider other mechanisms like, for
example, encrypt by default these files or periodically notify the user about the existence
of a large number of files that may contain privacy sensitive information proposing to
auto delete then after a period of no-use. These countermeasures could increase the user
privacy and are already provided by several third party applications [81,89], thus they
could be easily included by manufacturers.

Two of the concerning issues regarding the network category are the large usage
of WiFi against cellular data service and the ICMP echo reply (ping) being enabled.
Although the large usage of WiFi is understandable as it is faster and cheaper to use, the
manufacturers could easily disable the ICMP echo by default, thus preventing a malicious
agent from checking the availability of a target device and from fingerprint the target
operating system [70]. Another possible practice is disabling the bluetooth after a period
of inactivity, reducing the attack surface for vulnerabilities such as CVE-2015-6618.

Regarding the password category, a login mechanism forcing the use of at least
a password to unlock the device should be the first barrier faced by a malicious agent
trying to access the information stored on a device that is physically not secured (this
is particularly important as, over the last year, almost 10 million mobile devices holding
sensitive business data have been lost by employees only across Britain [22]). Therefore,
manufacturers should force the users to set a password on their devices (e.g., using a con-
figuration wizard during first time execution). Periodic warnings to change the password
should also be considered, including the definition of a password expiration date.

It is important to note that many users keep their devices without a login mechanism,
as they perceive the usage of a PIN (Personal Identification Number) as inconvenient,
therefore manufacturers face challenges resulting from the trade-off between security and
usability. The most common login methods are: PIN - mainly used in iOS which consists
in a 4 digit pass code; Passwords - commonly used in personal computers; and Pattern
password - mainly used in Android which involve to draw a pattern. The problems behind
those methods are the need to remember the password, so the users tend to choose the
easy-to-remember ones, such as birth date, dictionary words or a simple pattern. With
respect to other authentication methods, fingerprint identification is the users’ preferred
choice from security and convenience perspectives [10].

In the permission category we observed that users do not use the existing encrypt
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storage feature, which protects personal data that would otherwise be easily recovered
through a local or application attack [27]. First time storage encryption is a lengthy pro-
cess that may require an hour or more and that also introduces overhead when accessing
the data afterwards. In addition, there is a possibility of data-loss in case of failure during
the encryption process, also contributing to the low acceptability by the users. Therefore,
the Android device storage should be encrypted by default and also the decryption keys
should be set during first time execution.

Regarding the system category, we recommend some configurations as enable GPS,
enable ADB and enable non official store application to be automatically disabled after a
period of inactivity. This would mitigate the situations where the user forgets these config-
urations enabled, thus decreasing the attack surface of the device. For instance, disabling
the ADB after a period of inactivity would mitigate vulnerabilities such as CVE-2011-
0640, CVE-2011-0639 and CVE-2011-0638. Another important aspect is to have the sys-
tem updated: as stated in the last section, the vulnerabilities CVE-2015-6618, CVE-2015-
5310, CVE-2014-8609, CVE-2016-0803, CVE-2016-0802, CVE-2016-0810, CVE-2016-0806
can be mitigated by updating the device firmware. This way, we recommend users to take
into account the way that the manufacturers tend to treat OS updates, even for old
devices.

As a final note, it is important to note that in this section we did not impose coun-
termeasures, but instead propose some that can be used. These countermeasures should
be seen as recommendations for the manufacturers for decreasing the security impact of
delegating to the users the responsibility of managing the security configurations.

3.6 Final Remarks

This chapter presented a detailed field analysis on the user-defined security configurations
in a sample space of 561 Android devices. The main contributions of this work are the
identification of the main misconfigurations that users set on their Android devices, and
the definition of concrete countermeasures that can be applied by the manufacturers to
mitigate the risks raised by those misconfigurations. The field analysis is supported by
the uSEA tool that aims at evaluating the overall security of Android devices based on the
users-defined security configurations. In practice, the main advantages of the tool are: 1)
automating the collection and analysis of the security configurations for Android devices;
and 2) facilitating the discovery of security flaws based on user’s misconfigurations.

Users that follow configuration best practices should have no security issues, or be less
prone to them, when using their devices into safe networks and environments. As Android
users frequently do not follow best practices (due to lack of zeal or even knowledge),
manufacturers should rethink the way that the users can control the security policies of
their devices.

The results presented show that the majority of the users of Android devices neglect
the security configurations. Therefore, they are exposed to several security and privacy
threats, as the frequent misconfigurations lead to a vulnerable environment. As most users
do not know security deeply enough to manage their security controls, the manufacturers



CHAPTER 3. ON THE RELEVANCE OF SECURITY CONFIGURATIONS 63

should provide best ways to help users make informed security decisions. Also,
Android manufacturers could provide in advance proper default configura-
tions (so that by default more users are more protected). Accordingly, manufacturers
should rethink their policies in terms of the security configurations that can
be modified by the users.

It is important to note that the number of misconfigurations in a device can give a
general idea about the device overall security, but a device with a few very high severity
misconfigurations can be more unsecure than a device with several low severity misconfig-
urations. This way, the next chapter studies the risk that each single configuration poses
to the device, giving a better perception on its security level.



Chapter 4

Risk assessment of user-defined security
configurations for Android devices

Assessing the risk of user-defined security configurations in mobile devices is a step towards
identifying the most severe configurations in terms of security. This is of great importance
for security analysis of mobile devices, as it enables the analyst to put a special focus on
the aspects that pose a higher risk to the user and thus facilitates the process of improving
the security level of such devices.

This chapter presents an approach for assessing the security risk posed by user-defined
configurations in mobile devices, including a case study focused on Android devices due
to its representativeness in the state of art. The approach is based on the analysis of the
risk (impact and likelihood) of user misconfigurations to harm the device or the user. The
impact and likelihood values are defined based on a Multiple-Criteria Decision Analysis
(MCDA) performed on the inputs provided by a set of security experts regarding the
set of user-defined security configurations from Chapter 3. An experimental evaluation
considering the user-defined configurations of 561 Android devices is presented (using the
data set from Chapter 3), showing that the majority of the users neglect important and
basic security configurations and that the proposed approach can be used in practice to
characterize the security risk level of such devices.

Figure 4.1 shows the process followed to characterize the risk, using the inputs provided
by eight security experts from academia and industry. In practice, the experts were
asked to provide their qualitative perception about the security impact and exploitation
likelihood of the 41 security configurations, considering a 1 to 5 Likert scale (very low
to very high). As the perception of the different experts diverge in some points (as
expected), we applied a Multiple-Criteria Decision Analysis (MCDA) [34] algorithm based
on Generalized Regression with Intensities of Preference (GRIP) [26] to weight the security
recommendations. Finally, we used the K-means algorithm [38] to group the security
recommendations into five classes of risk exposure, where Class 1 represents a very low
risk exposure and Class 5 stands for a very high risk exposure. As we will see later, these
classes allow more consistent values and provide a better distinction among configurations
during the process of risk analysis of real Android devices.

Due to the difficulty to obtain significant values for the impact and likelihood of a
given misconfiguration to harm the device or its owner, we rely on the opinion of multiple

64
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Figure 4.1: Overview of the process to define the security configurations severity level.

experts. Previous works have also considered the inputs from experts [40], [16], but
mostly disregarding their divergence and only focusing on the arithmetic average of their
perceptions, which may lead to poor results. This issue can be addressed by applying
well-known techniques such as Multiple Criteria Decision Analysis (MCDA), which is a
non-linear recursive analysis process that includes four steps [34]:

e structuring the decision problem: defining the domain where the MCDA will be
applied and the objectives that should be achieved;

e modeling the preferences: specifying the attributes that will be considered, in our
case, the user-defined security configurations;

e aggregating the alternative evaluations (preferences): defining comparisons between
pairs of attributes; and

e making final recommendations: verifying the results of the process and, if necessary,
repeat the previous steps.

In this work we use the GRIP method for ranking a finite set of actions (i.e. the
user configurations) evaluated on multiple criteria (i.e. the impact and likelihood weights
assigned by the experts). In practice, GRIP provides information about the intensities
of preference for pairs of actions in a set considering the view of a given Decision Maker
(DM). The preference information used in GRIP does not need to be complete: in fact, the
DM is asked to provide comparisons for a subset of the pairs of reference actions for which
his judgment is sufficiently certain considering a particular criteria [26]. An existing tool,
Decision Deck [77], can be used to support this complex MCDA process using the GRIP
method. It is capable of ranking the actions (i.e. the security configurations) considering
the multiple criteria (the impact and likelihood assigned by the external experts) and
the DM comparisons (provided by the authors of this work). This method was already
successfully applied in other works in the dependability area [7], showing that it can be
used to consolidate the diverse opinions of experts.

The outline of this chapter is as follows. Section 4.1 presents the analysis of the
experts. Section 4.2 discusses the analysis of the configurations using GRIP and Sec-
tion 4.3 presents five groups of security recommendations. Section 4.4 presents a case
study considering 561 Android devices. Finally, Section 4.5 concludes the chapter.



CHAPTER 4. RISK ASSESSMENT OF SECURITY CONFIGURATIONS 66

4.1 Experts analysis

The risk (likelihood and impact) posed by not following a security recommendation de-
pends on the context. In fact, the same misconfiguration in different scenarios may have
diverse likelihoods of being exploited and diverse impacts. This way, to characterize
the risk of the 41 security recommendations using MCDA, we considered a usage scenario
adopted from [40] (this is a representative scenario, as several studies [12,21,60] show that
there is a growing number of employees using their personal mobile devices for work):

The mobile device (smartphone or tablet) is used both for personal and professional
purposes. The device is an integral part of a person’s daily life - e.q. private phone-calls,
take photos, share documents, social networking, e-mail, messaging, navigation, gaming,
online banking, location based services, Internet browsing, e-health, etc. Furthermore the
device is used in a business or government organization. It is used for business phone
calls, corporate e-mail, expense management, customer relationship management, travel
assistance, contact management, scheduling tasks and meeting, business social networking,
video conferencing and reading documents.

The process to incorporate the impact and likelihood of each security recommendation
in our approach includes the definition of weights drawn from the judgment of several
experts.

4.1.1 Experts categorization

A total of eight experts, including four from academia and four from industry, were invited
to answer a survey and give their qualitative perception about the impact and likelihood
(both from very low to very high) of each security recommendation to be exploited (when
not followed). The experts from industry are from different companies and have more
than 5 years of experience working in projects related to security and mobile devices
and the academics are from two distinct universities where they do research on cyber
security, two of them hold a PhD degree and the other two are PhD candidates. We are
aware that using a larger number of experts would increase the representativeness of the
results regarding the general perceptions. Nevertheless, our process assures a diversity of
experiences to be considered and the expectation is that, in average, the most important
configurations are emphasized, even if there is no unanimity (this should represent as
close as possible the reality taking into account a base scenario).

4.1.2 Gathering likelihood and impact information from experts

Figure 4.2 depicts the steps followed to support the analysis by the experts. We started by
providing to the experts the list of 41 user-defined configurations. Each one was explained
in detail, including a description of an example state where the configuration is not well
set (in other words, it is incorrectly configured) and the security issues raised by that
(the influence in the security). Finally, we formulated concrete questions for the experts
to give their perception about the likelihood of that misconfiguration to be exploited and
the corresponding impact if that happens (See Appendix B).
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Figure 4.2: Process to support the analysis by the experts.

Take as an example the configuration “Enable encrypt device storage”, which is con-
sidered wrongly configured when the device storage is not encrypted. To help the experts
understanding the dangers behind that configuration we provided the following descrip-
tion: “Once the phone is encrypted, a numeric PIN or password is required each time
the phone is powered on, protecting personal data that would otherwise be easily recovered
through a variety of methods, for instance, removing the SD card from the target device
and inserting it into another device to read the content.”. Considering this description,
we then asked to the interviewees the following questions (considering the scenario intro-
duced above): 1) What is the likelihood of the device being attacked if it is not encrypted?
ii) What would be the potential impact if an knowledgeable hacker had access to that
non-encrypted device?

The possible responses to the questions range from very low to very high, or from 1 to
5, a scale widely used for risk analysis and that is adopted in other research works [40], [49].
The problem is that experts interviewing is a complex process and to capture their expe-
rience and knowledge the response scale should be well defined, easy to understand, and
include a short and adequate number of options. For example, an excessively detailed
scale, with many different values, would force the experts to make irrelevant considera-
tions when deciding between close values (e.g. deciding between a 12 and a 13 out of 20 is
very difficult and may be irrelevant). On the other hand, a vague scale (e.g. with 2 values)
does not allow distinguishing and expressing the notions of likelihood and probability of
different configurations. We believe that our five values scale with a specific semantic
provides a very good balance (see Table 4.1 for the meaning of each value).

4.2 Analysis of the configurations using GRIP

Once the likelihood and impact perceptions were assigned by the experts, we proceeded
to the analysis using the implementation of the GRIP method provided by the Decision
Deck software. GRIP decision support is based on some key aspects [26]:

e The input data provided (i.e., the security recommendations and the weights as-
signed by the experts);

e The preference information provided by the Decision Maker (DM), which is com-
posed of pairwise comparisons of actions (i.e. comparing two security recommenda-
tions);

e The computation phase of the decision process, where it checks the preference in-
formation provided by the DM (if it finds any problem, then support is provided for
the DM to revise the preference information);
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Table 4.1: Semantic of each value in the risk scale used.
Scale Generic Likelihood

Impact
Intensity Description Description Description
. It is very unlikely that The impact in case of
The configuration . . L.
Very Low . there is an exploit through an attack is minimum
is not relevant o . . .
this misconfiguration (e.g. disclosure of a music file)
. . The impact in case of
The configuration Tt is u.nhkely tha't an attack is limited
Low . - there is an exploit .
is relevant in case of misconfieuration (e.g. disclosure of a non
’ ) 8 confidential document file)
L It is somewhat likely that The impact can bring
. The configuration is . .
Medium . . the misconfiguration some danger to the user
advisable to implement . . . .
may be exploited (e.g. disclosure of the device location)
It can lead to important
. . It is likely that information loss and disclosure
. The configuration . . . .
High . - the misconfiguration and to limited financial losses
is important . .
will be exploited (e.g. send text messages to
premium rate numbers)
It can lead to significant
. It is very likely that financial, reputation and
. The configuration L . . . .
Very High s critical the misconfiguration information loss and disclosure
o will be be exploited (e.g. disclosure of all information
stored on the device)

Table 4.2: Example of the experts perception for some security recommendations.

Exp. 1| Exp. 2 | Exp. 3 | Exp. 4 | Exp. 5 | Exp. 6 Exp. 7| Exp. 8

Configuration | L. | I. | L. | I. |L.\ I |L.| I. |\L. L |L.|L L. |L|L|I
C5 2132225112421 3]3]2|1

P02 4145|545 |55 45|35 ]4|4|4]4
PE5 515555543213 |5 |55 4|5

S1 4141414 (31322212355 ]|4]3

e The method derives the intensity of preference of each action (i.e. security config-

uration), which can then be used to determine the importance of the entire set of
actions.

The reason behind the use of the GRIP method is the need to manage divergence in
the opinions of the experts and, in that way, be able to calculate ranked intensities of
preference regarding the risk of all the security configurations. Table 4.2 shows examples
of the impact (I) and the likelihood (L) values defined by the eight experts for 4 configu-
rations (C5, P02, PE5 and S1; see Table 4.3 for the extended names). As show, most of
the experts selected high (4) and very high (5) values for impact and likelihood in both
P02 and PE5 cases. However, there is some divergence: for instance, Expert 1 has the
perception that the misconfiguration of PE5 has more impact and likelihood than the
misconfiguration of P02; on the other hand, Expert 5 has an opposite perception. Similar
divergences can be found for the other cases.

To rank the configurations based on the risk, the first action was to define the global
settings in the Decision Deck software, namely the Alternatives and the Criteria. In our
context, the Alternatives are the 41 security recommendations and the Criteria are the
individual values provided by the experts for the Likelihood and Impact. Afterwards, as
Decision Makers (DM) we provided the preference information for a number of alternative
(security configuration) pairs: from the 820 possible combinatorial pairs, we provided
preference information for 122 pairs (less than 15%). In practice, the DM can set three
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Figure 4.3: Ranking graph of the four exemplified configurations.

types of preferences: i) configuration a is preferred over configuration b; ii) configuration
a is more or equally preferred to configuration b; and iii) both configurations are equally
rated. The preferred term should be understood in the context of risk, where a is preferred
over b if the incorrect configuration of a poses more risk than the wrong configuration of
b. As mentioned before, the DM should provide information only for the pairs for which
his judgment is sufficiently certain and the GRIP will infer the remaining ones.

Considering the examples in Table 4.2, the DM can state that P02 is preferred over
C5 and S1. In fact, P02 is preferred over C5 on 15 criteria and over S1 on 11 criteria (out
of the 16 criteria defined by the experts). However, when comparing P02 and PE5, both
configurations are equally rated on 6 criteria, P02 is preferred over PE5 on 4 criteria and,
finally, PE5 is preferred over P02 on 6 criteria. Based on these close and divergent values,
the DM may not be sufficiently certain to state a preference between the two configurations
and should not do so. The advantage of using the GRIP method is that it calculates the
preference intensity based on the preference pairs for which the DM is capable of defining
a clear preference. As a further example, Figure 4.3 shows a ranking graph for the
four configurations in Table 4.2. As show, P02 and PE5 are equally ranked by the GRIP
method, while S1 and C5 are less preferred respectively. Note that, similarly to traditional
risk analysis, we consider that impact and likelihood have the same contribution to the
risk exposure.

Based on the pairs of preferences provided by the DM, the GRIP algorithm computed
a ranking of all configurations based on the intensities of preference (a graph similar to
the one in Figure 4.3, but for the 41 configurations). In practice, such ranking includes
all the alternatives, from the most risky to the less risky one (based on the perceptions
of the experts). In addition to the graph, the ranking is defined by the GRIP using a 0
to 1 value (the configuration with value closer to 1 is the one posing the highest risk if
incorrectly configured, while the configuration posing the lowest risk has the value closer
to 0 - the remaining ones have a value in the between depending on their position in the
ranking).

Table 4.3 shows the result of the MCDA analysis. The values in the column Intensity
of Preference represent the approximate quantitative risk exposure of each security con-
figuration using a scale from 0 to 1. The Relative weight column shows the weight of each
configuration on the overall device security considering the perception of the experts. In
practice, the relative weight (which is a percentage calculated using the rule of three) is
defined as the individual Intensity of Preference of the configuration divided by the sum
of all individual Intensity of Preference multiplied by 100. Finally, the Cumulative weight
provides a better view of the impact that a group of user-defined configurations has on the
overall device security. According to our analysis of the experts perceptions, the 10 most
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Table 4.3: Security concerns and their respective weights.

ID Security Configuration Recommendation I}I)lﬁg;;s;’zic(;f l;{}sfle?;me Cli}rélelilga}:ve
P01 | Enable password 1.00 4.59 4.59
A2 | Do not install root applications 0.974 4.47 9.06
P05 | Do not make passwords visible 0.914 4.20 13.26
PE5 | Do not root (“Jailbreak”) 0.888 4.08 17.33
P02 | Require alphanumeric password 0.888 408 21.41
S5 | Disable unknown sources 0.828 3.80 25.21
P11 | Set timeout minutes for sleep 0.802 3.68 28.89
P06 | Erase data upon excessive password failures 0.802 3.68 32.57
PE1 | Enable encrypt device storage 0.791 3.63 36.20
PE4 | Disable write permission on “/data” folder 0.769 3.53 39.73
P09 | Insert minimum passcode length 0.765 3.51 43.24
S4 | Disable developer options 0.743 3.41 46.65
P04 | Enable SIM card lock 0.716 3.29 49.94
P12 | Enable pattern password 0.716 3.29 53.22
PE3 | Disable write permission on “/system” folder 0.679 3.12 56.34
P10 | Set a minimum number of complex characters 0.679 3.12 59.46
A4 | Do not install malware 0.631 2.90 62.35
P07 | Set a maximum password age 0.631 2.90 65.25
Bl | Disable Java Script 0.545 2.50 67.75
P08 | Set number of password history 0.545 2.50 70.25
S1 | Update firmware to latest version 0.545 2.50 72.75
NO04 | Disable bluetooth when not needed 0.53 2.43 75.19
P13 | Disable visible lock pattern 0.515 2.36 77.55
A3 | Install anti-malware 0.466 2.14 79.69
NO7 | Turn off personal hotspot when not needed 0.459 2.11 81.80
N11 | Disable bluetooth discoverability 0.459 2.11 83.90
B4 | Enable block pop-ups 0.459 2.11 86.01
NO03 | Disable Wi-Fi when not needed 041 1.88 87.89
S6 | Disable location services when not needed 0.41 1.88 89.77
S9 | Disable mock location 0.373 1.71 91.49
NO1 | Remove saved Wi-Fi entries 0.343 1.57 93.06
N10 | Disable ICMP ping 0.272 1.25 94.31
C8 | Limit the number of documents on the device 0.257 1.18 95.49
B3 | Disable cookies 0.254 1.17 96.65
NO02 | Disable network notification 0.213 0.98 97.63
NO6 | Enable airplane mode 0.172 0.79 98.42
C4 | Limit the number of MMS on the device 0.172 0.79 99.21
C7 | Limit the number of videos on the device 0.086 0.39 99.61
C3 | Limit the number of SMS on the device 0.086 0.39 100.00
C5 | Limit the number of photos on the device 0.00 0.00  100.00
C6 | Limit the number of audios on the device 0.00 0.00 100.00

risky security configurations are responsible for approximately 39.73% of the overall risk
(gray area in the top of the table), while the 10 less risky configurations are responsible
for only 6.94% (gray area in the bottom of the table). The values presented in Table 4.3
portray the severity of each configuration, thus allowing to identify the major security
problems regarding user-defined configurations. Moreover, they can be used to support a
security assessment campaign on Android devices, warning users about the risk exposure
of their devices.

The information in Table 4.3 shows the importance of each security recommendation.
However, giving the fact that values are very close in many cases, it is very difficult to
determine accurately the importance of each security configuration in a quantitative way,
as in many cases making a distinction between two very close values is meaningless [71].
For example, P01 and A02 have a intensity of preference of 1.00 and 0.974 respectively, as
for both configurations, many experts assigned a very high value for likelihood and impact.
In fact, PO1 has 13 criteria assigned as very high and 3 criteria assigned as high, while A2
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Table 4.4: Severity classification of the security recommendations.
Class Risk (R) Security Configuration

VH (5) 1>R>08 P01, A2, P05, PE5, P02, S5, P11, P06

H(4) | 0.8 >R >0594 | PEL, PE4, P09, S4, P04, P12, PE3, P10, A4, P07
M (3) | 0594 > R > 0.358 | BI, P08, SI, N04, P13, A3, N7, N11, B4, N3, S6, S9
L (2) |0.358 > R > 0.142 | N1, N10, C8, B3, N2, N6, C4

VL(1)| 0142-R>0 |C7 C3, C5 C6

has 12 criteria assigned as wvery high, 2 criteria assigned as high and 2 as low. Considering
that the experts diverge in some criteria and alternatives (configurations), and that their
perceptions may have outliers, we can generically state that, for both cases, the majority
of criteria are very high. This way, making a qualitative analysis within the semantics
presented in Table 4.1 by grouping the security configurations with similar preferences,
will lead to more consistent values and provide a better distinction among configurations.

4.3 The groups of security recommendations

In this section we detail the process used to group the security recommendations taking
into account the risk posed if not followed. The K-means grouping algorithm [38| imple-
mented by the Weka software package [29] (calibrated with the default parameters) was
used to define five classes of severity . In practice, the algorithm partitions n observations
into k£ groups where each observation belongs to the group with the nearest mean. The
section also describes the configurations in each group and discusses how the groups and
configurations should be used to assess risk and identify security problems.

4.3.1 Grouping the security configurations

The 41 recommendations were divided in 5 classes (each one corresponding to a risk
level, from very low to very high, or 1 to 5, using the well-known Likert scale with five
points [15]) based on the Intensity of Preference shown in Table 4.3. The groups are
presented in Table 4.4: the first column is the risk level /group, the second is the interval
of Intensity Preference in the group, and the configurations are presented in the third
column (each row is ordered by the computed intensity; this defines a relative order in
each group). For example, the configurations in the class M (3) have an Intensity of
Preference between 0.358 and 0.594 and pose a moderate risk exposure.

The classification presented in Table 4.4 puts each recommendation into one of five
distinct groups: Very Low (1): recommendations that are unanimously not relevant, Low
(2): the ones that are not relevant but should have some attention, Medium (3): the ones
that are advisable to be set correctly, High (4): the ones that are not critical but are
very important, and Very High (5): the ones that are unquestionably very critical. Note
that, in addition to supporting the risk assessment, this classification can also be used as
a guide for identifying which best practices should be implemented in a device according
to their critically. For example, consider the I'T technical support office of an organization
that controls the mobile devices of the employees: its quite clear that such control should
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first focus on the critical and important security recommendations, maybe disregarding
the ones with very low relevance in order to reduce the maintenance cost.

A key observation when correlating the groups in Table 4.4 with the Intensity of
Preference in Table 4.3, is that the recommendations in the two most important groups
account for 65.25% of the risk exposure. This shows that there is a subset of the configu-
rations that are generically considered as the most relevant by security experts and that
cover more than half of the user-dependent security aspects in mobile devices.

4.3.2 Describing the groups

The security recommendations in the higher severity class (Class VH (5)) are related
to the application, password, permission and system categories. The one related to the
application category (A2) recommends not to install root applications as such application
can go around some security mechanisms (i.e. file permissions). The ones in the password
category (P1, P2, P5, P6 and P11) are all related to the strength of login mechanisms.
Specifically, (P1) enable password states that it is important to enable at least one login
method; (P2) enable alphanumeric password states that is important to enable a strong
login method; (P5) do not make passwords visible is important to prevent an attacker
from observing user input the password; (P6) erase data upon excessive password failures
is important to avoid brute force attacks; and (P11) set timeout before sleep prevents
access if the user lets his device unlocked somewhere. The configuration related to the
permission category (PES5) is similar to A2 as a user with root permission is able to
circumvent security mechanisms (i.e. delete system files). Finally, the recommendation
(Sh) disable unknown sources is key to avoid installing applications from untrusted sources.

The high severity class (Class H (4)) includes recommendations in the application
(A4), password (P4, P7, P9, P10 and P12), permission (PE1, PE3 and PE4) and sys-
tem (S4) categories. A4 is related to the installation of malware, whose can be used to
steal confidential user information leading to financial and other losses. Regarding the
configurations related to the password category: (P4) enable SIM card lock requires the
SIM to be unlocked by using a PIN number before connecting to the carrier network and
accessing the information stored on it, even when the SIM card is placed in a different
phone; (P7) set a mazximum password age is used to prevent the user from remaining with
the same passcode for a long period of time; (P9) insert a minimum password length is
important to force the user to set a strong passcode; (P10) set a minimum number of
complex characters also avoids the user from setting a weak passcode; and (P12) enable
pattern password requires the user to draw a pattern before unlocking the device. For
the configurations related to permissions: (PE1) enable encrypt device storage is very
important as it creates an additional barrier for a malicious agent to retrieve the storage
information in case of a device theft or loss; (PE3) disable write permission on “/system”
folder protects the critical part of the device software by making it read-only; and (PE4)
disable write permission on “/data” folder does the same for the system data. Finally,
(S4) disable developer options is important because, among other things, it prevents the
access to the command terminal via an USB cable.

The security recommendations with a moderate severity (Class M (3)) are related
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to the application (A3), browser (B1 and B4), password (P8 and P13), network (N3, N4,
N7 and N11) and system (S1, S6 and S9) categories. The recommendation (A3) concerns
the installation of anti-malware which increases the device protection against malicious
software and attackers. The configurations related to the browser category include (B1)
disable java script that contributes to avoid some browser exploits, and (B4) disable block
pop-ups that can be used to open untrusted malicious web sites and also for performing
phishing attacks. As for the ones related to the password category, (P8) set number of
password history prevents the user from repeating passwords, and (P13) disable visible
lock pattern is related to visually tracking the user drawn motion while unlocking the
device. The ones related to the network category are: (N3) disable Wi-Fi when not needed,
(N4) disable bluetooth when not needed, (NT) turn off personal hotspot when not needed,
and (N11) disable bluetooth discoverability, which are all related to communications and
reduce the potential attack surface. Finally, in the system category, (S1) update firmware
to latest version allows fixing some security flaws in outdated software, and (S6) disable
location services when not needed makes it harder for a malicious agent to retrieve the
users location.

The security recommendations with a low severity (Class L (2)) are related with
the browser, content and network categories. The one in the browser category (B3)
recommends disabling cookies in the browser, which protects against attackers tracking,
altering or stealing confidential information that may be stored in the cookie. The ones in
the content category (C4 and C8) are about the number of MMS (Multimedia Messaging
Service) and documents stored on the device: the idea is that a device with less content
of these types has a lower probability to store confidential or sensitive information on it,
but this may not be a security issue. As for the network category, (N1) remove Wi-Fi
entries, (N6) enable airplane mode, (N10) disable ICMP ping and (N2) to disable network
notification, may improve communication security but they are either unfeasible (as is
the case of N6 that makes the device unusable in most cases) or they are of low relevance
(e.g. N2 prevents users from connecting to open or wrong networks with similar SSID,
which is not a frequent issue).

Finally, the class with the lowest severity (Class VL (1)) includes recommendations
in the content (C3, C5, C6 and C7) category, concerning videos, SMS (Short Message
Service), photos and audios management. To the experts, the number of items of those
types does not have a strong relation with the device security risk. The idea behind
those recommendations is that, when a device stores less content there is a lower prob-
ability to store sensitive information that can be disclosed in the case of theft or cyber
attack, but this is only true if that information is not protected using some other security
mechanism (e.g. authentication, privileges, and encryption, which are addressed by other
configurations with higher risk).

4.3.3 Using the groups to assess risk and identify problems

Figure 4.4 provides a high level view of the risk analysis process and of the outputs. First
of all, the security configuration values of the Android device under analysis have to be
extracted, which can be done in two ways: i) manually, by navigating through the device
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Figure 4.4: High level view of the risk analysis process.

menu checking its configurations; or ii) automatically, by using an Android application
able to extract the security configuration values (for example, the uSEA tool presented
in Chapter 3). Once the values of each security configuration are extracted from the
device, it is possible to start the security risk assessment. The output of such assessment
can be: 1) the identification of the configurations incorrectly set (i.e. the values that are
different from the recommended ones), which can be directly used to better configure the
device; and 2) the calculation of the overall risk exposure level of the device by summing
the exposure level of the configurations that are not correctly set. Such exposure intends
to portray the security risk faced by the user and can also be used to compare different
installation alternatives and/or devices from different manufacturers.

In order to allow calculating the exposure measure, we assigned values for each severity
class defined in Table 4.4. Following a simple approach, we postulated the following: 5
for Class VH (5), 4 for Class H (4), and so on. With this we intend to maintain the
Intensity of Preference generated by the GRIP method, assuming that such values (1 to 5)
represent the risk exposure of each identified class (this is also the approach most followed
in traditional risk analysis), thus allowing a good estimation of the overall risk exposure
level for each device under analysis. For example, a device with all the configurations in
the Class VH incorrectly set and all the others (in the remaining classes) correctly set
would have a risk exposure of 40 (29.85%), while a device with all the configurations in
the Class VL incorrectly set and all the others well set would have a risk exposure of 4
(2.98%).

A key aspect is the potential interdependence between user-defined security configu-
rations, which should be taken into account when analyzing the risk exposure of a device.
Recognizing that fully defining the interdependence cases among the 41 recommendations
is a difficult goal, in this work we considered the following ones: 1) if N3 (“Disable Wil'i
when not needed”) is well set, then N1 (“Remove WiFi entries”) and N2 (“Disable net-
work notification”) do not cause any harm even if they are not well set as well, because
N1 and N2 only make sense when the WiFi is enabled; 2) if N4 (“Disable bluetooth when
not needed”) is well set, then N11 (“Disable bluetooth discoverability”) does not cause any
harm because discoverability is automatically disabled when the bluetooth connection is
disabled; 3) if P1 (“Enable password”) or P2 (“ Require alphanumeric value”) are well set,
then the configuration of P12 (“Enable pattern password”) is not relevant, as there are
stronger passwords enabled on the device; and 4) if P12 is wrongly set (i.e. a pattern
password is not used), then P13 (“Disable visible lock pattern”) should not be considered,
as the visible lock pattern is only relevant when the user enables the pattern password. In
practice, the interdependence among configurations is considered during the risk analysis
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of each device. For instance, if a user correctly sets N3 (“Disable WiFi when not needed”)
we automatically consider that N1 and N2 are correctly set, as the risks posed by these
two configurations are not relevant and should not be included in the computation.

4.4 Case Study: Risk Analysis of real Android Devices

This section presents a case study that applies our approach using the dataset extracted
from 561 Android devices (see Chapter 3). These data was extracted by the uSEA (user-
defined SEcurity configuration Assessment tool), which means that any Android user can
install the application and contribute to our dataset. As mentioned before, the dataset
was gathered over a period of 15 month, collecting the devices’ security configurations
whenever the user executed the tool. However, for the analysis presented in this work, we
consider only the results of the first execution in each device, thus portraying its security
state before the user received any feedback from our tool (which avoids influencing the
results). In the following sections we analyze a number of typical configurations, including
factory configurations, thus providing a broad view on the possible best, worst, and default
installations, and then go into the discussion of the dataset.

4.4.1 Analysis of typical installations

The analysis of real user-defined security configurations of Android devices allows dis-
covering the more common and concerning issues. However, we know that following all
security recommendations may not be possible as added security impacts other quality
attributes like usability, performance, and utility in general. This way, to better under-
stand the range of potential and typical installations of Android mobile devices, Table 4.5
presents the analysis of five possible cases considering the set of 41 recommendations that
are part of our approach. The Worst Case represents the worst set of configurations that
a user can do on his device, assuming that such user has programming and command line
skills to jailbreak the device, change folders permission and other complex tasks. The User
Worst Case represents the worst configuration that an inexperienced user can do on his
device, considering that such user is not capable (or does not want) to jailbreak the device
and perform tasks that need programming or command-line skills. Factory configuration
refers to the factory settings of an Android device (actually, this set of configurations
was extracted from a Samsung Galaxy S4 with Android 5.0.1 (Lollipop) version after
performing a factory reset). The User Best Case are the securest configurations that an
inexperienced user can perform in his device, assuming that he is not capable or does not
want to install specific applications to set configurations that are only changeable by a
third party application or programatically. Finally, the Best Case represents the securest
configurations that a user can have in his device including the installation of applications
that control specific configurations, such as P6, P7, P8 and P9 that can only be set by
using a third party application or programmatically. The marks v show the cases where
a given configuration can be (or is) correctly set and the empty cells refer to the reverse
(i.e. configurations that cannot be, or are not, correctly set). The next paragraphs discuss
the main aspects shown in Table 4.5 for each case.
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Table 4.5: Security configurations for five possible cases.

Worst Case  User Worst Case | Factory User Best Case Best Case

A2 v v v v
A3 v v
A4 v v v
B1 v v
B3 v v
B4 v v v
C3 v v v
C4 v v v
C5 v v v
C6 v v v
C7 v v v
C8 v v v
N1 v v
N2 v v
N3 v v
N4 v v v
N6

N7 v v v
N10 v v
N11 v v v
P1 v v
P2 v v
P4 v v
P5 v v
P6 v
p7 v
P8 v
P9 v
P10 v v v v
P11 v v v
P12 v v
P13 v v v v
PE1 v v
PE3 v v v v
PE4 v v v v
PE5 v v v v
S1 v v v
S4 v 4 v v
S5 v v v
S6 v v
S9 v v v

The set of configurations named Worst Case includes, not surprisingly, only one correct
configuration (P13). As we discussed before, there is an interdependence between P12
and P13 (e.g. if the user does not enable pattern password (P12), then it automatically
disables the visible lock pattern (P13)). This is relevant to show that a user can configure
a device considering only one of the security configurations presented in Table 4.3. This
set represents, in terms of user-defined security configurations, the worst possible case.

In the User Worst Case we can see that an inexperienced user can have in his device
at most 35 incorrect recommendations. The exceptions are A2 (“Do not install root
applications”), P10 (“Set a minimum number of complex characters”), PE3 (“ Disable write
permission on “/system” folder”), PE4 (“Disable write permission on “/data” folder”),
PE5 (“Do not root, “jailbreak”, the device”) and S4 (“Disable developer options”). These
configurations are correct by default and they require specific skills to be set in a different
way (in fact, setting them requires executing procedures that only an expert user would
look for). In other words, the well set security configurations are factory settings that
cannot be directly changed by the user to an insecure state.

The Factory installation includes 19 wrong recommendations. This is an interesting
case if one wants to compare a specific installation with the default one (e.g. assessing
if the user has changed the configurations to a more or less secure state). Furthermore,
it shows that, by default, mobile devices tend not to be very secure and that improved
default settings could improve the security of more users (considering that many users
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Table 4.6: Security assessment for five possible cases.

Class 5 | Class 4 | Class 3 Class 2 Class 1 | Total | Relative Risk
Worst Case 40 40 33 14 4 131 97.76%
User Worst Case 30 24 33 14 4 105 78.36%
Factory 20 20 15 10 0 65 48.5%
User Best Case 5 8 3 2 0 18 13.43%
Best Case 0 0 0 2 0 2 1.49%

decide to keep the default settings). It is important to highlight that the SIM card lock
(P4) is enabled by default by some carriers (such lock is a feature of the SIM card that
can be changed via the device but that remains unchanged when the card is moved from
one device to another). However, there are many carriers that do not force SIM card lock
by default, including the one used in the device that was the subject of this analysis (dual
SIM was not considered in this research because its support was added on Android 5.1
API [17], which represents only 24% of Android devices [18]).

The User Best Case shows that an inexperienced user trying to follow the best prac-
tices will have to leave 5 configurations incorrectly set, four of the cases (P6, P7, P8 and
P9) due to the fact that it is not possible to set them through the standard Android
user interface (as aforementioned, it can only be set through a third party application
that implements the Android Device Admin API [19]). N6 (“Enable airplane mode”) is
the other incorrect configuration, as during the extraction of the device configurations,
our tool needs somehow to be connected to the Internet (to send the data to our server).
Anyway, connectivity is a basic requirement of any mobile device, so this is an unpractical
configuration.

The Best Case includes only 1 incorrect recommendation, which is indeed also incor-
rect in all the other cases (N6). This configuration is related to the airplane mode that
cannot be activated most of the times, as discussed above. This set represents, in terms
of user-defined security configurations, the best possible case.

Knowing the number of incorrect configurations and which recommendations are not
followed gives an idea about the security issues of Android devices. However, such analysis
takes all configurations equally and does not consider the risk exposure of each miscon-
figuration as proposed by our approach. This way, Table 4.6 shows the risk assessment
for the five installations. For each installation we show the risk value considering the
configurations in each of the five classes defined in Table 4.4 and also the risk value for
all configurations (two right most columns, the first as an absolute value and the second
as a percentage). For instance, as each misconfiguration in Class 5 (very high severity)
corresponds to 5 points in terms of risk exposure, the Best Case installation as a value
of 0 (all Class 5 configurations are correctly set) and the Factory as a value of 20 (four
incorrectly set configurations (P01, P02, P05 and P06)).

Although Class 5 is the most severe one, classes 3 and 4 include more security recom-
mendations, so if a user wants to have a secure installation then he should pay special
attention to the three most severe classes. It is also important to note that even the
configurations in the Best Case installation pose some risk, although a small one (1.49%),
as there are some configurations that cannot be set. Finally, the default installation (Fac-
tory) has a risk value of about 48.5%, which shows the inadequacy of default settings.



CHAPTER 4. RISK ASSESSMENT OF SECURITY CONFIGURATIONS 78

100
90
80
70
60
50
40

INSECURE

% SECURE

30
20
10

A2 A3 A4 Bl B3 B4 C3 C4 C5 C6 C7 C8 N1 N2 N3 N4 N6 N7 NIONI11 Pl P2 P4 P5S P6 P7 P8 P9 P10 P11 P12 P13 PE1l PE3 PE4 PES S1 S4 S5 S6 S9

Figure 4.5: Evaluation of the 41 security recommendations evaluated in a universe of 561
devices.

4.4.2 Analysis of real configurations of Android devices

The analysis of real Android devices is a key contribution to discover the main and most
common issues that users face while configuring their devices. Figure 4.5 presents the 41
security recommendations after an analysis of the 561 devices in our dataset. Each bar of
the chart shows the percentage of devices that follow the security recommendation (secure
legend). For instance, the first bar shows that more than 90% of the Android devices in the
dataset correctly implement the A2, which recommends not to install root applications.
Therefore, a higher bar represents better implementation of the recommendations by the
users.

Regarding the recommendations with a very high risk severity, P2, P5 and P6 are
the ones most commonly neglected by the users. Except for P2 and P5, which can
be set through the Android user interface, the other (P6) can only be set by using a
third party application or programmatically, which explains the low percentage of cases
where this configuration is correctly set. On the other hand, A2, P11 and PE5 are the
recommendations in the very high severity class that are most commonly correctly set by
the users. This show that only few users, less than 13%, have root applications installed
or root permission enabled on their devices and also that, in 79% of the cases, they are
concerned about the time that the device takes to lock after a period of inactivity.

For the recommendations that pose a high risk exposure, A4, PE3, PE4 and S4 are
the ones most followed by the users. PE3 and PE4 are well defined by default (factory
settings) and they require specifics skills to be set, such as the adb (Android Debug
Bridge), which is mainly used by programmers. S4 (“disable developer options”) requires
a procedure that only an expert user would look for. A4 is related to the installation of
malware, which occurs mainly when a user installs an application from outside the official
Android application store (Google Play). On the other hand, the ones that are more
neglected are P7, P9, P4 and PE1. The first two, P7 and P9, cannot be accessed through
the Android user interface, so most of the users cannot change them easily (and they are
incorrectly set by default), while PE1, which is about enabling storage encryption, is also
not commonly set as it is time consuming, prone to data loss and the device looses some
performance. Enabling SIM lock (P4) is also not followed by the vast majority of the
users (the default value depends on the carrier), although it makes more difficult for a
third party to use the SIM card, even in a different device.

In the recommendations that pose a moderate risk, A3, B1, N3, P8 and S1 are the
most commonly neglected by the users. Some of them (A3, B1 and P8) are misconfigured
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by default (factory settings) and the update firmware (S1) recommendation depends on
the manufacturer to provide an update. The WiF'i usage (N3) is the most common way
to connect to the Internet as it is normally cheaper and faster than the data network.

Regarding the recommendations in the low severity class, we can see that B3, N1, N2,
N6 and N10 are neglected by a great part of the users (more than 80%). Some of these
recommendations, for instance, enabling cookies (B3), using airplane mode (N6), disabling
network notification (N2) and removing WiFi entries (N1), have a direct impact on the
user experience regarding Internet access. The ping response (N10) is a recommendations
that is integrated with the build, so it is defined by the manufacturers: some of them
disable it, while others enabled it by default.

Finally, all the recommendations with a very low risk exposure (C3, C5, C6 and C7)
are neglected by a great part of users. This is understandable as one of the main features
of mobile devices is to store media, such as messages, videos, photos and audios. Although
these recommendations are not followed by the users, they may not really compromise
the security of the device.

Table 4.7 presents the security configurations for three concrete installations, marking
with v the configurations that are correctly set. The fist installation (Worst Instal.)
is the worst case observed in our dataset. The second (Common Instal.) shows what
we could call an average installation (actually there is no device with this specific set
of configurations: the installation includes the correct/incorrect configurations that are
present in more than half of the devices). Finally, the third installation (Best Instal.)
refers to the best configured device in the dataset.

The risk exposure of the Worst, Common and Best installations is respectively 71.64%,
43.28% and 31.34%. Comparing the Common Installation with the Factory one in Ta-
ble 4.5, we can observe that they are quite similar, which brings forth the idea that
manufacturers should provide better factory settings (so by default more users would
have a safer configuration). On the other hand, note that the Best Install. and the Worst
Install. are very different from the possible User Best Case and User Worst Case in
presented Table 4.5. For instance, the best configuration in the dataset has 31.34% of
risk exposure while for the user best possible installation it is 13.43%. In practice, this
shows that users are not aware or simply do not care about the risks of misconfiguration.
Therefore, if an organization wants to implement a “bring your own device” (BYOD) pol-
icy, then it needs to provide or use Mobile Device Management (MDM) tools to control
the security configurations of the devices and also provide security training to the users.

4.5 Final Remarks

This chapter presented an approach for characterizing the security risks posed by incorrect
user-defined configurations. The set of 41 recommendations from Chapter 3 were analyzed
and characterized by 8 experts in terms of the likelihood of being exploited and the
impact in case of a successful attack. MCDA was used to harmonize the opinions of the
experts and a clustering algorithm was applied to divide the configurations in 5 qualitative
groups of risk severity. The results presented show that the majority of the users of
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Table 4.7: Presentation of the security configuration set of three installations.
Worst Instal. | Common Instal. Best Instal.
A2 v v

A3
A4 v v
Bl
B3
B4 v
C3
C1 v
C5
C6
C7 %
8 v v
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N10
N11 v v
P1 v
P2
P4
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Android devices neglect security configurations. Therefore, they are exposed to several
security and privacy threats, as misconfigurations lead to a vulnerable environment. The
characterization of security recommendations for Android devices is an important step to
rationalize risk assessment. We are aware that our approach may become obsolete as new
threats, vulnerabilities, attacks and security configurations appear. However, the process
presented in this work can be easily executed for new security recommendations, thus
keeping it updated. Another important aspect is that, although the case study is focused
on Android, the approach is generic enough to be applied in other mobile platforms.
Obviously, adaptations will be required, namely regarding a set of configurations specific
for the target platform.

The proposed approach is specially useful for organizations that intend to enable the
usage of personal mobile devices to access the corporate systems, data and information.
In fact, the approach provides the support required for them to perform a sound risk
assessment and thus ensure a minimum security level on the mobile devices by discovering
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the main misconfigurations issues.

Analysing the security risks of each user-defined configuration is a crucial step to define
a security configuration benchmark. The risk level of each configuration can be used to
calculate metrics able to compare the security level of different instances of mobile devices,
which is the main goal of a benchmark. This way, our risk-based approach approach is a
key element of the benchmark proposed in the next chapter.



Chapter 5

Benchmarking security configurations

Few research has focused on assessing or preventing the threats raised by misconfiguration
of user-defined settings, and most efforts have focused instead on malware detection. How-
ever, our previous analysis shows the critical importance of researching new techniques,
tools, and methods to evaluate the way users interact with their devices. The definition of
a benchmark for security configurations is indeed of utmost importance when one wants
to evaluate the security level of such devices.

In order to allow characterizing the relative security level of mobile devices with respect
to user configurations, this chapter proposes a benchmarking approach, supported by the
uSEA tool, that is able to automatically gather, analyze and compare alternative config-
urations, thus providing key information for supporting decision making in what regards
improving the security of mobile devices. The chapter presents a concrete benchmark and
an experimental evaluation for the specific case of Android devices, demonstrating the use
of the benchmark and validating its key properties. The results, based on the analysis of
our data set of 561 devices, show that benchmarking is indeed a good way to identify the
most secure user-defined configuration, allowing both the comparison of the configuration
of different devices and the comparison of multiple configurations of a same device.

The benchmark process includes two main steps: security qualification, dividing the
evaluated systems into acceptable and unacceptable, given the specific security require-
ments and security knowledge in the domain; and risk quantification, to calculate the
security risk level of the device misconfigurations. In practice, the output of the bench-
mark characterizes the overall risk level of the assessed devices considering the risk level
of each individual configuration, as presented in chapter 4.

The outline of this chapter is as follows. Section 5.1 presents a generic risk-based
approach for benchmarking security configurations. Section 5.2 discusses the problem of
specifying benchmarks for security configurations. Section 5.3 presents a case study focus-
ing in a benchmark for Android devices. Section 5.4 presents an experimental evaluation
to demonstrate the proposed benchmark and Section 5.5 validates it. Finally, section 5.6
concludes the chapter.
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Figure 5.1: High level vision of the benchmarking process

5.1 A risk-based approach for benchmarking security
configurations

A security benchmark should evaluate the explicit security mechanisms and visible de-
fects that the system has, and it should consider the possibility of the system still having
unknown security problems even after all possible checks [67]. This way, the proposed se-
curity configuration benchmarking approach, depicted in Figure 5.1, includes two distinct
evaluation phases, namely: security qualification and risk quantification. This division
into two steps was already successfully used in [16], but in the context of trustworthiness
benchmark for OLTP (Online Transaction Processing) systems.

The configuration gathering activity is a preprocessor and is related with the process
of collecting the user-defined configurations from the systems under benchmarking. Using
our approach, there are two options during configuration gathering: 1) send he device state
(set of security configurations values) directly to the next step (security qualification); or
2) store the device state in a database for further analysis. While in the first option
the benchmark user executes the whole process for a single device (e.g. to compared its
specific configuration against a list of good configuration practices), in the second, s/he
can save the state of multiple SUBs (System Under Benchmark), thus allowing running the
benchmarking process for multiple devices at once (useful to compare different devices).

5.1.1 Security qualification

The security qualification step is responsible for assessing whether a mobile device can be
qualified or not for the next step of the benchmarking process. In practice, the goal of this
stage is to identify major user misconfigurations that lead to a certainly insecure state.
The benchmark user should select the configurations that are mandatory for a device be
considered as having the minimum security level required. For instance, the minimum
absolute security level that we would expect for a mobile device is that it must require a
password to be used and to have access to the information stored on it. A mobile device
without a password would not be acceptable for most people, as the mobile device could
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be easily used to access the owner’s e-mail, social media and make calls.

The security qualification step defines if the SUB is acceptable or unacceptable for the
next step. If any of the security configurations analyzed in this step are not correctly
set, then the SUB is unacceptable and it should not be considered secure (i.e., its security
level is not acceptable for the benchmark user). On the other hand, if the device has no
issue regarding this first set of security configurations, then the device is acceptable to be
verified by applying the risk quantification step in which the risk exposure level (security
level) of the device will be calculated. In practice, this step is related with the identifiable
characteristics and properties that are considered must have security requirements for the
target systems to have a security level higher than zero.

The concrete set of security configurations that are included in the security qualification
step is highly dependent on the benchmark usage, on the activities performed by the device
owner and on the required security level in his domain. For instance, if the benchmark
is used in a company that wants to allow their employers to use their personal mobile
devices to access the enterprise systems, then the concrete list of security configurations
will be different for different levels of employees. For example, for a high-level officer it is
normal to required storage encryption and the use of an alphanumeric passcode, while for
a standard employee maybe only the use of any type of password is needed (assuming that
a normal employee carries in is device less critical business information than a high-level
officer).

The definition of the concrete set of user-defined security configurations that should be
part of the security qualification is thus a major aspect that should be based on the most
important (more risky) security configurations, according to the scenario and environment
where the benchmark is being applied. Nevertheless, as there may be some scenarios where
the security qualification phase is not required (i.e., there is no mandatory configurations
to be checked), this phase can be seen as optional. In this case, the benchmark user can
just set an empty list of mandatory security configurations.

Note that the security qualification step is platform independent, as it is based only
in the comparison between the device configuration values and the expected ones. For
example, at this stage, the P1 (Enable password) configuration has a boolean value:
true, if its enabled, or false, if it is disabled. This way, checking if the configuration is
well set consists in comparing primitive (integer, boolean, etc.) values (See Table A.1
for the specific values of each configuration). This step can be performed manually or
automatically, although, at this stage, the values necessary for the analysis should have
already been gathered (during the configuration gathering phase).

5.1.2 Risk quantification

The SUBs that pass the security qualification phase are eligible for risk quantification,
which is responsible for calculating the benchmark measures, namely in the form of the
approximate risk exposure that the user-defined security configurations poses to the device
security. This way, after this stage, the benchmark user will have access to the calculated
measures, so he/she should be able to rank and compare the SUBs.

The benchmark user is also responsible for defining which security configurations
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should be analyzed during the risk quantification phase. The main idea is that each
configuration present in the set of user-defined security configurations must have a risk
exposure portion in the device security. Moreover, for both stages, if two devices of the
same platform but of different versions are being compared and one of them has a security
configuration that is not available on the other (e.g. encrypt device storage is available
for Android 4.0 but not for 2.3), the missing configuration should be assessed as incorrect
(insecure).

A key point of our risk quantification approach, is the idea that the assessed security
configurations should be related with threats and vulnerabilities of the system. In other
words, these settings can be identified as potential contributors to the risk exposure level
of the device, but without being decisive for the existence of a serious security flaw, which
highlights the main difference between security qualification and risk quantification. By
definition, the settings to be considered in this stage are usually not enough to allow
attacks, on the other hand, they are partially related to known attacks or likely to present
a high vulnerability. Thus, a system with a higher risk exposure in their incorrect settings
(misconfigurations) must be rated as a low security.

5.2 Specifying benchmarks for security configurations

The act of benchmarking has been traditionally applied to computer performance [84,
90], and later extended to other computer science fields, such as dependability [48], re-
silience [103] and security [102]. A security benchmark is a standardized specification of
a procedure to measure the security of computer systems (e.g. mobile devices) for com-
parative purposes. The security measurement should characterize the security level of
these systems in such a way that enables their ranking. In fact, the most important goal
of a security benchmark is to help users to distinguish the most secure (the less risky)
component or system from among several choices in the same domain [58].

The key aspect that differentiates benchmarking from other experimental assessment
techniques is that a benchmark is a standardized procedure that can be generically used to
evaluate and compare different systems or components in a given domain. In this section,
we propose a security benchmark for mobile devices regarding user-defined configurations.
We first define the main benchmark elements (i.e., the benchmark target, the system under
benchmarking and the benchmark management system) that are present in a security
configuration benchmark. Then we define the components (i.e., measures, user-defined
security configurations, experimental setup and procedure and rules) that compose a
benchmark. Finally, we describe the properties that are essential to turn the benchmark
into an acceptable process.

5.2.1 Benchmark elements

The elements of a security benchmark represent essentially the benchmark setup, thus
defining the parts needed for implementing the whole benchmark. We propose the fol-
lowing main elements:
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e Benchmark Target (BT): represents the system or component that is meant to be
characterized. In our approach, the benchmark target are the user-defined security
configurations, i.e. any setting, configuration or value that a user can define or set
in his/her device impacting the overall security of the device (e.g. set a password
to unlock the device or define a timeout to automatically lock the phone).

e System Under Benchmarking (SUB): represents a wider system that is used
to run the benchmark target during the benchmarking experiments. This way, the
SUB provides all the support needed to extract the measures from the BT. In a
mobile device environment, the SUB includes the hardware, the operating system
and the applications.

e Benchmark Management System (BMS): represents the system that is respon-
sible for managing the benchmarking experiments. The goal is to make the execution
of the benchmark a fully automated process [99]. However, the benchmark process
can also be manual or semi-automatic (hybrid approach). Although an automated
process is more practical and potentially faster, it is generally platform dependent.
On the other hand, a manual approach is time consuming but less platform depen-
dent.

Benchmarks can be provided in the form of a document [27] or as a computer pro-
gram [84]. Although some adaptations to the SUB may be necessary, a benchmark in
the form of a software is potentially ready to be executed by the user, while a bench-
mark in the form of a document has to be implemented before execution. On the other
hand, benchmarks provided in the form of computer programs are normally more lim-
ited in scope than the ones provided in the form of documents. This is due to the fact
that a computer program needs to be implemented assuming specific structure for the
SUB, while a document specification can be designed based on a small set of assumptions
regarding the services provided by the SUB [99].

Our proposal towards security configuration benchmarks for mobile devices is to follow
the document approach. The key motivations are the higher platform independence and
the flexibility for the user to develop its own tool to support the benchmarking process
(although in this work we also provide the uSEA tool that can be used to support the
process).

5.2.2 Benchmark components

The components of a benchmark conceptually define what has to be implemented on top
of the elements defined before. The main components required are as follows:

e Measures: characterize the SUB security. The measures must be easy to under-
stand and gather, representative and must allow the comparison between different
systems in the benchmark domain;

e User-defined security configurations: represents the set of configurations that
can be modified by the user (device owner) and that have some influence in the device
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security. This set may be divided in two to support both the security qualification
and risk quantification phases (see Section 5.1);

e Experimental setup: describes the setup that the user must build (based on the
benchmark elements defined in Section 5.2.1) to run the benchmark;

e Benchmark procedure and rules: describe the procedures and rules that must
be followed by the benchmark user during the implementation and execution of the
benchmark, namely in what concerns the collection of the required information and
the execution of the security qualification and risk quantification phases.

Measures for a security configuration benchmark

The measures in a security configuration benchmark must be understood as a way to
characterize the security level of the SUB in a relative way (e.g. to compare two mobile
devices) and also to improve or tune the user-defined security configurations of the SUB.
The measures should be easy to understand and representative. As mentioned before,
our proposal is to include in measurement the notion of security risk, which is given by
the impact of the successful exploitation of a vulnerability and by the probability of that
vulnerability to be exploited [2], as discussed in Chapter 4.

The measures for a security configuration benchmark for mobile devices should be
selected in a way that fulfills the following characteristics/goals:

e Should be calculated based on the user-defined security configurations;
e Focus on the risk that a user configuration poses to the system if not correctly set;
e Allow the characterization of the device security level in a relative manner;

e Should be easy to understand and gather by the benchmark users.

Although other measures can be considered, in this work we propose two alternatives.
The first is the number of misconfigurations in a benchmarked device. Although the
number itself does not have a direct relation with security (e.g., few risky misconfigurations
can be worse than several harmless misconfigurations), it provides an indication on the
settings that must be changed by the user in order to improve the security of a device.

The second and main measure is the risk exposure, which represents the sum of the
risk exposure of each configuration, where higher values suggest a lower device security.
As discussed in Chapter 4, this measure is based on the risk assigned to each user-
defined security configuration, and summarizes the overall risk posed by the whole set of
user-defined security configurations. In practice, it can be calculated using the following
equation [16]:

size
risk_exposure = Z Wei(Insecure) (5.1)
i=1

Where:



CHAPTER 5. BENCHMARKING SECURITY CONFIGURATIONS 88

i is the identification number of the configuration;

ci represents a unique configuration;

W, is the weight of a unique configuration;

size represents the number of configurations that should be assessed;

Insecure is a selector stating if the configuration is well set or not, thus adding to the
risk exposure (not well set) or not (well set).

In other words, equation 5.1 represents a sum of the risk exposure level of each security
configuration. Such risk_ exposure measure can also be used to derive other measures,
such as the risk percentage, according to the following equation:

risk _exposure (5.2)

risk perc =

size

Z(WC,;(Secure) + Wei(Insecure))
i=1

Where:
Secure is a selector that is the reverse of Insecure.

In practice, equation 5.2 represents the risk percentage (in a scale from 0 to 1), cal-
culated by dividing the total risk by the sum of the risks of each security configuration
present in the set.

User-defined security configurations

The set of user-defined security configurations is the most important benchmark compo-
nent. It should be complete, representative and verifiable enabling the characterization
of the SUB security level. Works in the literature [27,95], including our proposal pre-
sented in Chapter 3, already provide sets of security configurations for Android and iOS.
In practice, those can be used as a starting point towards the definition of the security
configuration set that should support the benchmarking process. An example on how
user-defined configurations can be used in a security benchmarking context are discussed
in Section 5.2.

Experimental setup

Figure 5.2 depicts the main elements of the experimental setup considering three distinct
approaches. The benchmark target (BT) is the element that must not be altered regardless
of the approach followed, thus requiring a non-intrusive implementation of the benchmark.

In the manual approach the BMS is the benchmark user, who is responsible to gather
the user-defined security configurations from the SUB. This brings some advantages as
there are configurations that can only be accessed via the user interface and for which
there is no API available. However, there are also some disadvantages, namely related to
the fact that this is prone to user errors due to the user experience and misinterpretations,
which may influence the results.



CHAPTER 5. BENCHMARKING SECURITY CONFIGURATIONS 89

1) Manual Approach 3) Hybrid Approach

System Under
Benchmarking
(SUB)

System Under
Benchmarking

System Under
Benchmarking
(SuB)

Benchmarking Workload Benchmarking Workload

(SUB)

Management Management Benchmark
System /] Management System Management
(BMS) Control data Benchmark System (BMS) System (BMS)

(BMS) Control data

Target (BT) Nr 5
enchmark

Target (BT)

|
)
)
|
!
)
|
!
)
|
!
Benchmark )
|
!
)
]
!
)
|
!
)
1

Figure 5.2: Main elements of the experimental setup considering three approaches: 1)
Manual; 2) Automatic; and 3) Hybrid.

In the automatic approach the BMS is a tool responsible for assessing the BT.
This has several advantages when compared with the manual alternative. First, once the
BMS is implemented, it is much simpler and faster to execute the benchmark. Second,
automatic analysis is less prone to user errors and misinterpretation. Finally, using an
application for the analysis allows assessing some configurations that can not be accessed
by manual means using the standard user interfaces provided by mobile operating system.
However, this approach also has some drawbacks, such as the platform dependence and
the effort required to implement it beforehand.

In the hybrid approach there is both a manual and an automatic BMS. This allows
to assess a higher number of configurations as some of them are only accessed through
manual analysis and others through an application. Therefore, an hybrid approach brings
together the advantages of the others two approaches.

Benchmark procedure and rules

The procedure and rules that must be followed during the benchmark execution have
to be specified during the definition of the security benchmark [99]. In practice, such
procedures and rules should assure the benchmark to be executed in uniform conditions
across different targets, and the system under benchmark to be tested with the same
configurations used in realistic scenarios. For instance, the benchmark should not be
executed after performing a factory reset in the SUB, as this will not reflect a realistic set
of user-defined configurations.

An important rule for a security configuration benchmark is that the final measures
and results must not vary if executed more than once in the same unmodified SUB. This is
a big difference when compared with performance and dependability benchmarks, whose
values commonly vary between distinct executions of the benchmark.

If the benchmark is based on an automatic BMS, then the SUB may need to have an
Internet connection. An automatic BMS is capable to collect the required information
from SUB and, for instance, store it in a remote database for further analysis. Note how-
ever that such Internet connection should not be mandatory as it is intrusive with regard
to the device configuration (e.g., if a WIFI connection is required, then configuration N3
(Disable WIFI when not needed) cannot ever be correctly set, which will reflect in the
benchmark results). On the other hand, such approach may improve the scalability and
usability of the benchmarking process.
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As our benchmarking approach is based on collecting the device configurations, the
mobile device should not be under any other use during the benchmark execution, in
order to provide more reliable results (if a configuration is changed during the benchmark
execution, the results will not reflect the device real state). The BMS can make use of
a third party application to extract the user-defined configurations from the device and
then check which ones are misconfigured. Although this can be done in background, if
there is any change in the configurations during the benchmark execution, the results will
not portray the real security of the decide anymore.

As for the benchmarking steps, which define the sequence of activities that the bench-
mark user should perform, we propose the following ones:

1. Defining the set of security configurations, which should be specific for the
SUB platform. Chapter 3 tackles this subject, presenting how to choose a represen-
tative set and defining a specific one for Android devices;

2. Defining the risk of each security configuration as mentioned before in Chap-
ter 4. Other related works [40,67] successfully used a risk based approach to assess
the mobile device risks, however in a small configurations set.

3. Defining the subsets of configurations for security qualification and risk
quantification dividing the set of configurations in two (see Section 5.2), one com-
posed of mandatory configurations (the ones that must be well set in order to have
a security level higher than zero), and the other including optional ones (the ones
that will be used for calculating the risk exposure level);

4. Preparing the experimental setup for each target system being considered. For
instance, if an automatic BMS is used, then the BMS software must be installed and
the network must be configured as needed. On the other hand, if the manual BMS
approach is chosen, the benchmark user should have access to the devices during
the experiment (e.g., s/he should know the device password and other relevant
information);

5. Gathering the device configurations values (by means of the BMS) from each
SUB and for each user-defined security configuration;

6. Calculating the metrics, which consists in using the information collected during
the previous step to conduct the security qualification of the devices and calculating
the measures (based on equations 5.1 and 5.2) for the risk quantification phases.

Steps 1 to 3 are necessary to complete the security benchmark implementation, while
steps 4 to 6 are related with the benchmark execution. After Step 6 the user should
have all the information needed to compare and rank the systems under benchmarking
(alternative configurations of different devices or of a same device), taking into account
the configurations that are set in the mobile devices.
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5.2.3 Benchmark properties

Regardless of the domain, a benchmark should satisfy a set pf properties in order to
became a standard and/or to be accepted by the industry and the users community. In
practice, a benchmark must be representative, portable, repeatable, scalable, non-intrusive,
and simple to use [33,101].

In order to report relevant results, a benchmark must represent real world scenarios
in a realistic way [6]. In our work, representativeness is achieved by a realistic set of
user-defined security configurations that should be gathered by the benchmark user, con-
sidering for example the set of configurations for Android devices presented in Chapter 3.

Portability is a very important property, as a benchmark should allow comparison
between different targets and/or versions in a given domain. In practice, the user-defined
security configurations are the component that has more influence on portability. This is
due to the fact that the set of configurations may vary depending on the mobile device
platform and versions of operational systems. For this reason, we propose an approach
that the user can instantiate for his specific case.

Repeatability means that the benchmark must report similar (or even equal) results
when executed more than once over the same target. In practice, small changes in mea-
surements for some benchmarks domain are normal as it might be impossible to reproduce
the same conditions concerning the target. For instance, performance benchmarks usually
have small deviation in the measurements as the target may vary the amount of process,
free memory and processor over the time. However, the security configuration benchmark
is deterministic, in other words, it should not vary if executed in the same unmodified
target.

Scalability can be seen as the property that enables the benchmark to evaluate
systems of different sizes, as well as to evaluate a large number of systems. In practice,
scalability enables the benchmark to handle a growing number of target sizes, which do
not vary too much in the case of mobile devices. It also enables the benchmark to be
executed on many devices.

A benchmark should require minimum or no changes in the benchmark target. Non-
intrusiveness is a necessary property to avoid changing the architecture or behavior of
the BT, which could lead to unwanted changes or bias in the results. In pratice, the
Benchmark Management System (BMS) must collect the measurements from the System
Under Benchmark (SUB), but it should not impact the Benchmark Target (BT) or the
architecture of the SUB.

Simplicity of use is self explanatory. A benchmark that is difficult to understand,
implement or execute will not be accepted by the industry or users community. Ideally, the
benchmark should be provided as a computer program ready to be used or, if needed (e.g.
for improving portability), as a document specifying in detail how the benchmark should
be implemented and executed [101]. Our proposal follow a document-based approach (for
improving portability), but with the support of the uSEA tool (to improve simplicity of
use). This way, it can be defined as a semi-automated process whose advantages and
disadvantages were discussed in Section 3.1.1.
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5.3 Case study: A benchmark for Android devices

In this section we show in detail how to build a concrete security configuration benchmark
for mobile devices following the approach discussed before. The target domain are Android
devices and the usage scenario is the one discussed in Chapter 4.

Table 5.1: Set of Android security configurations and their respective risks.

. . Total Security Risk
100y Sty Clomfigieitom Risk | Qualification Quantification
A2 | Do not install root applications 5 v

P01 | Enable password v
P02 | Require alphanumeric password

P05 | Do not make passwords visible

P06 | Erase data upon excessive password failures
P11 | Set timeout minutes for sleep

PE5 | Do not root (“Jailbreak”)

S5 | Disable unknown sources

A4 | Do not install malware

P04 | Enable SIM card lock

P07 | Set a maximum password age

P09 | Insert minimum passcode length

P10 | Set a minimum number of complex characters
P12 | Enable pattern password

PE1 | Enable encrypt device storage

PE3 | Disable write permission on “/system” folder
PE4 | Disable write permission on “/data” folder
S4 | Disable developer options

A3 | Install anti-malware

B1 | Disable Java Script

B4 | Enable block pop-ups

N03 | Disable Wi-Fi when not needed

NO04 | Disable bluetooth when not needed

NO7 | Turn off personal hotspot when not needed
N11 | Disable bluetooth discoverability

P08 | Set number of password history

P13 | Disable visible lock pattern

S1 | Update firmware to latest version

S6 | Disable location services when not needed
S9 | Disable mock location

B3 | Disable cookies

C4 | Limit the number of MMS on the device

C8 | Limit the number of documents on the device
NO1 | Remove saved Wi-Fi entries

NO2 | Disable network notification

NO6 | Enable airplane mode

N10 | Disable ICMP ping

C3 | Limit the number of SMS on the device

C5 | Limit the number of photos on the device
C6 | Limit the number of audios on the device
C7 | Limit the number of videos on the device
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5.3.1 Defining the set of security configurations

The definition of a representative set of security configurations is a fundamental part
of our benchmarking approach. The set has to be verifiable (e.g. assessed by manual
or automatic means), complete (e.g. include the largest number of security related set-
tings possible), and clearly linked with security vulnerabilities (e.g. have a reason to be
considered a security configuration).

For the present benchmark we adopted the list of security configurations discussed in
Chapter 3, which can be obtained using the uSEA tool presented in that same chapter.
Table 5.1 recalls that set of configurations. The different columns of the table will be
discussed in the following subsections.

5.3.2 Defining the risk of each security configuration

User defined security configurations have difference relevance and impact in terms of
security. In some cases, missing a singe key configuration can be worse than missing
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several harmless misconfigurations. In fact, not only the number of misconfigurations
impacts the device security, but also the risk associated with each one of them.

To perform this step of the benchmark design, we followed the approach for assessing
the security risk posed by user-defined configurations in Android devices that was previ-
ously proposed in Chapter 4. The Total Risk column of Table 5.1 recalls the defined risk
values.

5.3.3 Defining the subsets for security qualification and risk quan-
tification

Our security configuration benchmarking approach includes two phases: security qualifi-
cation and risk quantification. Consequently, the benchmark user needs to select which
security configurations are part of each assessment. The problem is that this strictly
depends on the benchmark usage environment. For example, if the benchmark is used
in a university environment, it probably will be less stringent than if used by the army.
In this case study, we are considering the scenario described in section 4.1, but distinct
benchmark users may select different sets for each stage.

As the security qualification stage is the more restrictive one, we decided to consider
in it some of the security configurations with the greatest Total Risk. In practice, we
selected five security configurations that must be correctly set on the SUBs in order for
them to qualify. As shown in Table 5.1, the chosen configurations (A2, P01, P11, PE5 and
S5) belong to the most severe class (5). Note that, although P02, P05 and P06 belong
to that same risk class, they were not selected for the security qualification phase (we
consider them not mandatory in our scenario). This means that, in this context, enabling
a password (P01) and setting a timeout for automatically locking the device (P11) are the
must have configurations in the password category, while the others (P02, P05 and P06)
are seen as complementary mechanisms to be considered in terms of the risk exposure
calculation.

The risk quantification is the phase that allows distinguishing the devices that demon-
strated to be suitable after the previous phase. For this, we recommend to consider all
the remaining user-defined security configurations (i.e. the ones that were not assessed
during security qualification), although other benchmark users may decide to restrict the
list of configurations being considered.

5.3.4 Preparing the experimental setup

The preparation of the experimental setup should be a simple task, as we intend to
execute the benchmark in a large number of devices. In order to support this, we used the
automatic BMS approach, which, in our case, is based on the uSEA Android application
available at Google Play store [94|. As mentioned before, this application is based on
a client-server model in which the client runs in an Android device and the server in a
cloud environment. The client extracts the user-defined configurations and presents the
results of the security analysis to the user. The data collected from the device is sent to
the server by invoking a web service that replies with the results of the analysis.
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Preparing the experimental setup consists into two steps: 1) install the application
through the Google Play store; and 2) configure an Internet connection, which can be
both WiFi or cellular data network. These tasks are the only ones necessary to run
an automatic BMS over a SUB. However, if a benchmark user decides to use a manual
approach, he needs to have at least: 1) the device (SUB) password, in case that it gets
locked; 2) a checklist to remember the security configurations that should be assessed and
take notes about the results; and 3) held the device during the benchmarking process,
which in a manual analysis can take up to 1 hour. In fact, the manual analysis is more
intrusive, as the benchmark user needs to have access to the device for a longer period of
time.

5.3.5 Gathering the device configurations

One of the benchmark properties is that it should be easy to use, therefore, the benchmark
execution should be simple. Using an automatic BMS simplifies the benchmark execution,
as it is as simple as starting an application and accepting its user agreement during the first
execution. An automatic benchmark can take up to few minutes and does not need the
user intervention. After execution, the measurements retrieved from the device are stored
in a cloud environment and these data become persistente and available for calculating the
metrics at different moments in the future (i.e., can also be used to analyse the evolution
of the configurations of devices).

5.3.6 Calculating the metrics

The final step consists of compiling the results obtained before in the form of measures
by using equations 5.1 and 5.2. Calculating the SUB risk exposure is a simple task once
the risk exposure of each configuration is already defined. Briefly, it consists of comparing
the device configurations with a template (i.e. the correct value of each configuration),
leading to the identification of the device misconfiguration. As the risk exposure of each
single misconfiguration is already defined, the equation consists in simply summing those
values.

The calculated metrics can then be used to compare the SUBs, which may include
different devices or multiple (alternative) configurations of a single device. The benchmark
user is responsible for such comparison, which is obviously based on the metrics calculated.
Although the metrics can be easily used to rank different SUBs, there is one aspect that
needs to be addressed: how to distinguish devices when the risk-exposure metric is very
close? In fact, this is a frequent issue in benchmarking, which is commonly addressed by
the definition of a threshold that allows distinguishing SUBs. A common value is 2% [98],
which we also adopt in this work (although the benchmark user may consider other values).
In other words, we consider devices that have a risk exposure difference lower than 2% to
have an equivalent security (from the perspective of the user-defined configurations). In
order to untie devices with equivalent risk exposure (inside the 2% threshold), we propose
the following criteria (the benchmark user may opt to not use these criteria and consider
the devices equivalent): first, consider the number of misconfigurations in the very high
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Figure 5.3: Analysis of the five security configurations that are part of the security qual-
ification step.

severity class (the device that has the lower number is considered more secure); if the
devices have the same value in that class, then move to the next class of severity and so
on. If the devices remain with the same values they should be consider equal.

5.4 Experimental evaluation and results

To demonstrate the proposed benchmark, in this experimental evaluation we analyzed
the user-defined security configurations of 561 Android devices. The goal is to show how
the benchmark can be used to compare different real Android devices regarding their
configurations.

The first step is to identify the devices that have the minimum security level necessary
for the security qualification phase. In the present case, this requires checking configu-
rations A2, P01, P11, PE5 and S5. Figure 5.3 illustrates the percentage of secure and
insecure devices regarding these five user-defined security configurations (the number of
devices that neglected a given configuration is also depicted in each bar). Note that, at
least, a third part of users fails to correctly configure configurations P1 and S5, meaning
that a great part of the users have important and severe issues in their configurations.
Of the 561 devices analyzed, only 137 qualify to the second phase of the benchmarking
process, while 242 of them fail in 1 of the 5 configurations, 132 fail in 2 configurations
and, finally, 50 devices fail in 3 or more cases. It is important to emphasize that these
numbers should be a reason for concern, since a large portion of the users (~75%) are
neglecting major security configurations, thus failing at the first phase of our benchmark.

The risk quantification phase was applied to the 137 devices that qualified . Table 5.2
shows the configurations for the best and worst devices in our data set regarding their
security, as well as the most common security configurations. The device with the best
configurations has a total number of misconfigurations equals to 15, a total risk of 44
and a risk percentage of ~32.83%. These values were calculated considering the risk of
each security configuration, as presented in Table 5.1 and equations 5.1 and 5.2. At the
same time, the device with the worst configuration has a total number of misconfiguration
equals to 25, a total risk of 74 and a risk percentage of ~55,22%. Finally, the common
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Table 5.2: Presentation of the security configuration set of the best and worst configura-
tion of the dataset, as well the most common misconfigurations.
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Table 5.3: Risk exposure and risk percentage of 10 devices chosen from the dataset.

Device ID | Class 1 | Class 2 | Class 3 | Class 4 | Class 5 | Risk Exposure Risk Percentage
1649 3 4 9 20 10 46 34.33
746 1 6 12 24 10 53 39.55
2649 1 8 12 20 15 56 41.79
1633 3 8 15 16 15 57 42.54
955 3 8 18 20 10 59 44.03
838 1 8 15 20 15 59 44.03
2791 2 10 18 16 15 61 45.52
1547 1 8 18 20 15 62 46.27
2707 2 8 18 20 15 63 47.01
2765 3 8 18 24 15 68 50.75

configurations (i.e. the ones that appear in more than half of the devices analysed), have
a total of 20 misconfigurations, a total risk of 61 and a risk percentage of ~45,52%.

As shown, even the device with the best configuration has important security issues.
For instance, it fails on configurations P02 and P06, which are part of the most severe
risk class (5), being therefore prone to well known cyber-attacks (i.e. brute force). In
addition, the set of most common configurations are closer to the worst configuration
than to the best one, showing that a great part of users have a poor adoption of the
best practices while configuring their devices. By supporting this kind of analysis, our
benchmark approach should be seen not only as a way to compare and rank the mobile
devices, but also as a way to find out the major misconfigurations mistakes that the users
make. This way, it becomes a key tool to improve the security level of the systems under
benchmarking.

Taking an alternative perspective, Table 5.3 presents the risk exposure of 10 devices
chosen randomly from our dataset (we limit the analysis to 10 because it would be im-
practical to present a table with 561 and discuss all the results). The Device ID column
represents the identification number that each device has in the dataset; the columns
Class 1 to 5 represent the risk exposure in each class of severity; Risk Ezposure and
Risk Percetage respectively represent the metrics calculated using equations 5.1 and 5.2.
The 10 devices presented passed the qualification phase and are ranked by the Risk Expo-
sure/Risk Percentage column, where higher values represent more risk. When two devices
have the same risk exposure, the severity class is used to untie them (we are not consider-
ing the 2% threshold in this analysis). Take as example devices 955 and 838 in Table 5.3:
both have a risk exposure value of 59, however, device 955 has 2 misconfigurations in class
5 (the value 10 represents the weight 5 multiplied by 2 misconfigurations) and device 838
has 3 misconfigurations in that same class (the value 15 represents the weight 5 multi-
plied by 3 misconfigurations). This way, we can state that device 838 has more important
issues that should be addressed in order to improve the device security when compared
with device 955.

Figure 5.4 depicts the same 10 devices in another perspective, showing the precedence
of them considering the distance of, at least, 2% in the risk exposure percentage metric.
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Figure 5.4: Devices ranking showing the precedence of them.

Take device 746 as an example, we can state that it is more secure then devices 2649
and 1633 because it has 39.55% of risk exposure, which is more than 2% lower than
devices 2649 (41.79%) and 1633 (42.54%). On the other hand, devices 2649 and 1633
are very similar, with 0,75% of difference in the risk exposure metric, thus no conclusion
can be drawn. In this case, the number of misconfigurations in each severity class can be
considered to untie them. Because devices 2649 and 1644 have 15 points of risk exposure
in class 5, class 4 needs to be considered: device 1633 has 16 risk exposure points, while
device 2649 has 20 points, thus we can state that device 1633 is more secure than the
device 2649. This perspective is interesting when one wants to choose between the devices
that are more secure from a set of benchmarked devices.

5.5 Validating the proposed security benchmark

The word validation is used in this work in the sense that one needs to gain confidence on
the benchmark properties through a set of representative experiments. Thus, this section
discusses the validation of the security configuration benchmark properties previously
listed in Section 5.2.3.

5.5.1 Representativeness

Representativeness is a key property in the specification of a benchmark, as its results
must characterize the addressed aspects of the target system in a realistic way [47]. In
the context of security configuration benchmarking, representativeness is related with the
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measures and the use of a realistic set of user-defined security configurations.

The measures should be useful and meaningful for the benchmark users and need to
reflect the security level of the SUBs regarding user-defined security configurations. in
practice, the measures must allow to easily compare systems. In this work, we propose
three measures (number of misconfigurations, risk exposure and risk percentage), as dis-
cussed in Section 5.2.2), which we believe are easy to understand, as demonstrated by the
results in Section 5.4.

The set of user-defined security configurations should be complete enough to be rep-
resentative. The set used in our benchmark has been extracted from the well known CIS
security benchmarks [27] and complemented by an additional set of security configura-
tions (see discussion in Chapter 3). Note however that, the set used in this work is just
a recommendation and can be complemented by specific ones according to the specific
context and needs of the benchmark user.

5.5.2 Portability

Portability is the property that allows a benchmark to be used to compare different
systems of a given domain, thus increasing the number of users and, consequently, its
acceptance. In the context of mobile devices, an ideal benchmark should be able to
compare any mobile device, independently of the hardware and operating systems used.

The components of our benchmark are described in a generic way, which improves
portability. However, the set of user-defined security configurations will always be different
for each operational system platform. Thus, comparing the security level of mobile devices
regarding user-defined security configuration, makes sense only in the context of a given
platform (e.g. Android vs. Android and iOS vs. i0S). In practice, our approach supports
the comparison of mobile devices with different operational system versions within the
same platform.

5.5.3 Repeatability

Repeatability is the property that guarantees that the security configuration benchmark
reports the same result when executed more than once in the same SUB (assuming that
the configurations are not modified). A repeatable benchmark provides credible results,
as different users using the same approach will reach the same conclusions.

In our approach, one of the rules is that the measures must not vary when the bench-
mark is executed more than once in the same unmodified SUB (see Section 5.2.2). In fact,
if the measures for a given device change during a benchmarking campaign, this should
be seen as an error: if an automatic BMS approach is used, then the software may have
some error; otherwise, if a manual BMS approach is considered, then the benchmark user
could have made a mistake while extracting the information from the device.

To validate the repeatability of our benchmark, we ran it several times. In practice,
the uSEA tool supports the process of information gathering and its results were analysed
manually in several devices to attest correctness. After confirming that the uSEA tool was
correctly extracting the configuration values, we executed the benchmark several times to
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confirm the determinism of the results.

5.5.4 Scalability

Scalability can be seen as the property that enables the benchmark to evaluate systems
of different sizes, as well as to evaluate a large number of systems. In general, mobile
devices have more or less the same size and a similar number of security configurations
(this is what we observed for the Android devices in our experimental study). However,
the number of systems that should be evaluated in different benchmarking campaign may
vary according to the organization or context in which the benchmark is being used.

In this work, we presented an experimental evaluation over 561 Android devices using
an automatic BMS approach. The usage of the uSEA application to gather the con-
figurations for the devices helps increasing the scalability of our approach. In fact, the
bottleneck of a benchmarking campaign is the data gathering activity, which may require
a long time (especially in the case of a manual analysis).

To assess scalability we executed the benchmark over several different Android devices
analyzing the accuracy of the results. In practice, we collected information from 561
devices, which executed the uSEA application 3,054 times with only 22 Crash and ANRs
(Android Not Responding) reported (this represents 0.72% of errors during execution)
by the Google Play statistics developer console.

5.5.5 Non-intrusiveness

Non-intrusiveness is related with the changes needed in the target systems before the
benchmark execution. While intrusion is a large problem for other types of benchmarks,
that is not the case for a security configurations benchmark, as it normally requires simple
or no modifications at all. In practice, an intrusive benchmark may affect the results as
it will characterize the modified system and not the system used in the field.

In our benchmark, it is not necessary to modify the operating system to assess and
gather the values for each configuration in a mobile device context. However, a BMS
should be installed on the SUB to gather the configurations values in case of an automatic
approach. On the other hand, for the manual approach there is no need to change the
SUB, but this raises other issues related to intrusiveness, namely in what regards privacy,
as the user will have full access to the device during the benchmarking process.

To validate our benchmark, we verified if the process does influence the results and
measurements by performing a manual analysis before the automatic analysis and then
comparing the results. In practice, our approach has some intrusiveness (besides the
uSEA installation), which is related with the need for an Internet connection to retrieve
the results (that are stored in a database on the cloud).

5.5.6 Simplicity of use

Simplicity of use is a property that, in some way, is similar to cost, but expressed in terms
of effort required to develop and run the benchmark and obtain the results [46]. The
acceptability of a benchmark is related to its simplicity, as users tend to ignore benchmarks
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that require a high effort to develop and run. Therefore, running the benchmark must be
cost effective and practical.

The complexity of a benchmark can be assessed during its implementation and exe-
cution. The effort to implement the BMS, in the case of an automatic approach, is a key
aspect to be considered while analyzing the complexity. Although, there is a need to im-
plement a BMS, once the benchmark is stabilized, it may be supported by benchmarking
organizations (e.g. SPEC [84], TPC [90], CIS [27]) and used in different contexts and en-
vironments, thus reducing the cost and time (since the implementation will be performed
only once for different use cases). The benchmark specification also plays an important
role in the complexity of the implementation, thus it should be clear and complete in such
a way that it do not raises major questions during the implementation phase.

In the case of our benchmark, we validated simplicity by observing that each uSEA
is easy to install and use, and each analysis took in average 20.3 seconds. The other
steps (security quantification and risk qualification) consist in the simple verification of
primitive values (e.g. boolean and integers) against a template, which can be easily
supported by a spreadsheet.

5.6 Final Remarks

In this chapter, we presented a novel approach for security configuration benchmarking of
mobile devices, including a concrete benchmark and an experimental evaluation for the
specific case of Android devices. The properties of the proposed benchmark have been dis-
cussed, namely representativeness, portability, repeatability, scalability, non-intrusiveness,
and complexity of the benchmark approach.

The benchmark process puts together all the contributions of this thesis. In fact, it
is supported by the set of user-defined security configurations (see Chapter 3), by the
uSEA tool (see Chapter 3) and by the risk assessment approach (see Chapter 4). By
putting all these contributions together with a well-defined procedure, the benchmark
allows comparing the security level of distinct mobile devices in what regards the user-
defined security configurations.

Results shows many users neglect major security configurations, thus failing at the first
phase of our benchmark. In practice, following security configuration best practices is not
a silver bullet, but clearly most users disregard them and some Android installations make
it hard for users to change the existing configurations. This suggests that we must increase
awareness among users, manufacturers, and researchers. Users must know the threats they
are facing and understand that their actions greatly influence security. Manufacturers
must understand that the current state of practice is not good enough and that they
need to do better. Finally, researchers should direct their efforts toward providing new
solutions that improve the security mechanisms and configurations of mobile devices.
Just as individuals share the responsibility for their personal safety, the security of the
information managed by a mobile device strongly depends on its user. End users do not
appear to understand cyber security sufficiently to manage their security configurations.
Therefore, researchers and manufacturers should strive to improve the current scenario
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and avoid or reduce the perils of mobile device configuration.

Organizations that want to enable the usage of personal mobile devices to access cor-
porate systems, data and information, are the potential users of our approach. In fact, the
benchmark enables them to perform security qualification, ensuring a minimum security
level on the mobile devices, and risk quantification, discovering the main misconfigura-
tions issues of the SUBs and ranking the security of the devices. This may potentially
lead to an improvement of the user-defined security configurations of the mobile devices
used to access their cyber-systems.



Chapter 6

Conclusions and future work

This work presented a novel security configuration benchmark approach for mobile devices.
The benchmark is supported by a representative set of user-defined security configurations
that impact the device security and by a risk analysis that characterizes the risks posed
by each configuration. This work represents a first step towards tackling a gap that exists
in the literature with respect to methodologies to evaluate the security of mobile devices,
in particular regarding user-defined security configurations, which clearly impact security.
For example, correctly managing the configuration of a computational system increases
the security level by reducing the potential attack surface (as is the case of turning of the
WiF1i) and/or increasing the bar of effort to break into the system (as the case of setting
a password to log in).

The main contributions of this work include the identification of a set of user-defined
security configurations that influences the device security; a detailed analysis of the con-
figurations of Android devices in the field; an approach to calculate the risk that each
configuration poses to the device security; and a benchmark that can be used to rank and
compare the security level of mobile devices based on their configurations.

According to our observations, most Android users do not configure their devices
taking into account the most relevant security recommendations, being thus a potentially
vulnerable target to attackers that want to steal confidential or sensitive information. This
suggests that Android manufacturers should provide better security settings in advance
to protect more users by default.

Correctly setting all available configurations does not prevent all possible attacks
against mobile devices, but for sure increases the bar of effort necessary for an attacker
to be successful in his intent. For instance, correctly setting user-defined security config-
urations does not avoid attacks that exploit vulnerabilities in the operating system (e.g.
that allow unlocking a device without entering any password due to an error in the home
application) or in the hardware (e.g. that allow entering flash mode to change the op-
erating system), but there are many known vulnerabilities that are avoided by correctly
setting the security configurations. Take as an example the vulnerability CVE-2015-6618
extracted from the Common Vulnerabilities and Exposure database [61]: “Bluetooth in
Android 4.4 and 5.z before 5.1.1 allows remote attackers to execute arbitrary code”. In
this case, if the bluetooth is disabled, as stated by our recommendations (or enabled only
when strictly needed), such vulnerability can not be exploited, even if the device has a
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vulnerable version of the Android firmware. This reinforces the idea that a user that fol-
lows the best practices of security recommendations has a device less vulnerable to cyber
attacks.

It is important to note that a device that correctly implements all the security recom-
mendations discussed in this work will have some of its features switched off. Although
facing a low risk of being attacked, such device might become unusable in many scenar-
ios. This way, the responsible for maintaining the security of the device (e.g. the device
owner) should consider the trade-off between security and usability. For achieving this,
the requirements to be fulfilled have to be understood beforehand (i.e. the essential fea-
tures should be identified) and the results of the risk analysis should be used wisely to
decide how to configure the device taking into account the security risks faced.

This work provides valuable information for those who need to evaluate (users and
manufacturers), assess or control the security configurations of Android devices. Users
greatly influence the overall security of their devices, mobile or otherwise. They are re-
sponsible not only for creating and manipulating the information stored on the device,
but also for how the device is used. Previous research suggests that users are concerned
about the privacy and security of their mobile devices when performing privacy-sensitive
tasks, especially those involving money. However, many users follow digital trends re-
gardless of their security implications. It is therefore important to make users aware
that misconfigurations can open security vulnerabilities on their devices. On the other
hand, Manufacturers should help users making more informed security decisions. Lim-
iting user configurations might enhance device security, but decreases their ability to
customize the devices (which also influences market acceptance). Nevertheless, manufac-
turers should change the value of some factory-defined configurations so that more users
have safer devices. For example, a key area that requires manufacturers to change their
approach is authentication: many users do not use a login mechanism on their devices
because they perceive such mechanisms as inconvenient and annoying. The most common
login methods available are PINs, mainly used on iOS and consisting of four-digit pass-
codes; passwords, commonly used on PCs; and pattern passwords, which are mainly used
on Android devices and involve drawing a pattern on the touchscreen. The problem with
these methods is that users must remember a code and thus tend to choose one that is
easy to remember, such as a birth date, a dictionary word, or a simple pattern. A recent
alternative is fingerprint identification, which is becoming the preferred choice for many
users because of its convenience.

6.1 Main achievements

List of publications:

1. Qualis Al: Daniel Vecchiato, Marco Vieira, and Eliane Martins. A security config-
uration assessment for android devices. In Proceedings of the 30th Annual ACM
Symposium onApplied Computing, SAC’15, pages 2299-2304, New York, NY, USA,
2015. ACM [95].

2. Qualis A2: Daniel Vecchiato and Eliane Martins. Experience report: A field analysis
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of user-defined security configurations of android devices. In Software Reliability
Engineering (ISSRE), 2015 IEEE 26th International Symposium on, pages 314-323,
Nov 2015 [93].

3. Qualis A1l: Daniel Vecchiato, Marco Vieira, Eliane Martins, "The Perils of Android
Security Configuration", Computer, vol.49, no. 6, pp. 15-21, June 2016, doi:
10.1109/MC.2016.184.[96L

4. Qualis A2: Daniel Vecchiato, Marco Vieira and Eliane Martins. Risk Assessment of
User-Defined Security Configurations for Android Devices. In Software Reliability
Engineering (ISSRE), 2016 IEEE 27th International Symposium on, Oct 2016 [92].

5. Qualis B3: Daniel Vecchiato and Eliane Martins. Benchmarking user-defined secu-
rity configuration of mobile devices. In Dependable Computing (LADC), 2016 7th
Latin-American Symposium on, Oct 2016 [91].

Software prototypes developed:

1. Daniel Vecchiato, Eliane Martins, and Marco Vieira. Security assessment - an-
droid apps on google play. https://play.google.com/store/apps/details?id=
br.unicamp.ic.lsd.securityassesment, 2014.

6.2 Threats to validity

We are aware that our work has limitations and that the proposed approaches are largely
based on expert knowledge and not on precise definitions. This way, there are some
threats to validity that should be emphasised:

1. The list of user-defined security configurations may not be complete, although it
was adopted from the well known CIS security benchmarks [27] and complemented
with the analysis of other works in the literature [10,13,20,51|. Anyway, adding
new configurations does not impact the approaches proposed and is just a matter
of repeating the analysis (including the risk likelihood and impact);

2. The uSEA tool can generate false-positives and false-negatives trying to identify
root apps, malware and antivirus [95]. However, it provides a good estimate of the
presence of these kind of applications. To address this subject, works focused on
the malware identification should be integrated with the uSEA tool.

3. The weights postulated for the severity classes directly influence the calculation of
the risk exposure (for example, doubling the values would increase the distance
between classes and would further stress the more severe ones). Finding the ideal
weights requires assigning and comparing different sets of weights for the five classes,
which is in the scope of future work. The postulated weights are widely used in
traditional risk analysis and we are confident that they provide a good basis for
characterizing risk exposure.
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4. Without further validation, the conciliation of the opinions of the multiple experts
may result in a classification that is not directly related to any of the experts.
However, the use of decision theory to combine divergent opinions allows obtaining
a consistent result, as also stated in other works in different domains [26]. The
perception of more experts can be considered in order to improve the approach.

6.3 Lessons Learned

The Unicamp ethics committee approval demands some time to prepare the project and
the way to perform the necessary steps to obtain the committee approval is not well
documented. However, it was an important step as this work manipulate sensitive data
which can impact the devices security.

The uSEA tool requires a database to store the information gathered from the surveyed
devices. This database must have a high level of availability, this way we used the Open-
Shift container platform [39], however it presented some problems regarding the database
and the web service availability. This way, we plan to migrate the uSEA server-side to
another platform.

The Decision Deck software used to calculate the intensity of preferences using the
GRIP method is slow and have some bugs which introduced some rework while filling
the experts perception into the software. These problems were mitigated by knowledge
transfer with others researchers that used this software.

6.4 Future work

This work is a contribution towards the security assessment and benchmarking of user-
defined configurations of mobile devices and opens new possibilities for research, including;:

e Instantiate the approach to other mobile platforms. The approach described
is generic enough to be applied in other mobile platforms, but a deeper analysis is
needed to define in detail the adaptations that should be made. The initial per-
ception is that the set of security configurations should be adapted to the desired
domain and then the risk analysis and benchmark process should be re-executed
considering this new set. As the uSEA tool was developed specifically for the An-
droid platform, similar tools should be implemented targeting different platforms;

e Improve the risk analysis by adding experts. A detailed analysis of the ex-
perts perception should be performed in order to find an optimal threshold between
cost and benefits of adding more experts to improve the risk assessment. Other
approaches, able to converge the opinions of the experts should be investigated, con-
fronting them with the MCDA /GRIP approach. In practice, a comparative analysis
of different techniques can enhance the process of defining the weights postulated
by the experts.

e Apply other approaches to the risk analysis. The risk analysis using MCDA
to generate the risk level of each security configuration may be replaced by other
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approach of risk analysis that provides more accurate results (e.g. historical data,
if available). This way, future work should be done to compare different approaches
in this context and evolve the solution as new techniques appear and the technology
advances.

e Propose a security certification process for mobile devices. The security
benchmark proposed in this work is able to compare different mobile devices in
a defined scenario. Future works should expand this approach to a certification
process that considers, beyond the environment where the device is inserted, the
role that the device owner plays in that environment and the value of the accessed
assets.

This work is simply a step forward into a longer journey towards defining practical
mobile devices security assessment techniques and tools that can be used for measuring
security compliance and improving the overall information security stance for mobile
devices.
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Appendix A

Security configuration values

Table A.1: Template values of security concerns from CIS security benchmarks.

ID | SECURITY CONCERNS | VALUE
APPLICATION
‘ AT* ‘ Enable automatic app updates ‘ Enabled
BROWSER
B1 | Disable JavaScript Disabled
B2* | Disable form auto-fill Disabled
B3 | Disable cookies Disabled
B4 | Enable block pop-ups Enabled
B5* | Disable plug-ins Disabled
B6* | Disable remember passwords Disabled
B7* | Enable basic SSL checks for websites Enabled
B8* | Turn on private browsing when needed Enabled
CONTENT
C1* | Disable SMS preview when the device is locked | Disabled
C2* | Disable apps views when the device is locked Disabled
C3 | Limit the number of text messages 20 or less messages saved
C4 | Limit the number of multimedia messages 20 or less messages saved
NETWORK
N1 | Remove Wi-Fi entries WiFi entries must be equals to 0 (zero)
N2 | Disable network notification Disabled
N3 | Disable Wi-Fi when not needed Disabled
N4 | Disable bluetooth when not needed Disabled
N5* | Disable auto-join for all Wi-Fi networks Disabled
N6 | Enable airplane mode Enabled
N7 | Turn off personal hotspot when not needed Disabled
N8* | Turn off VPN when not needed Disabled
N9* | Turn off AirDrop discoverability Disabled
PASSWORD
P1 | Enable password Enabled
P2 | Require alphanumeric value Enable alpha-numeric device password
P3* | Disable passcode unlock for fingerprints Disabled
P4 | Enable SIM card lock Enabled
P5 | Do not make passwords visible Passwords must not appear as plain text
P6 | Erase data upon excessive password failures Erase data after 4 (four) failed password attempts
P7 | Set a maximum password age The recommended state for this setting is 90 days or less
P8 | Set number of password history 24 or more passwords must be remembered
P9 | Insert minimum passcode length The recommended setting is 5 or more characters
P10 | Set minimum number of complex characters The recommended setting is set to 1 or more characters
P11 | Set timeout minutes for sleep Set a timeout of 90 seconds or less
PERMISSION
‘ PE1 ‘ Enable encrypt phone Enabled
‘ PE2* ‘ Encrypt credentials storage Encrypted
SYSTEM
S1 | Update firmware to latest version Firmware updated
S2% | Disable access to control center on lock screen | Disabled
S3* | Erase all data before discard the device Perform factory reset before discard the device
S4 | Disable developer options Disabled
S5 | Disable unknown sources Disabled
S6 | Disable location services when not needed Disabled
S7* | Enable “find my device” feature Enabled
S8* | Set security to disallow profile removal Profile removal must be disallowed
S9 | Disable mock location Disabled
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Appendix B

Questionnaire to the experts

Analysing Security
Configurations/Concerns of Android
Devices

Examine the described scenario and the data provided about some security
concerns/configurations of an Android device. Based on this analysis, grade the
configurations,/concemns according to how much you think this configuration/concemn, if not
implemented (enabled), can impact (harm) the user in the described scenario. Additional, grade
the likelihocd of the security element be exploited.
To each configuraticn/concern keep in mind the fellowing:

- "What is the importance of this feature for security protection?”

Usage Scenario:

The mobile device (smartphone or tablet) is used both for personal and professional purposes.
The device is an integral part of a person’s daily life — e.g. private phone-calls, take photos, record
videos, share documents, social networking, e-mail, messaging, navigation, gaming, online
banking, location based services, Internet browsing, e-health, etc. Furthermore the device is used
in a business or government crganization. It is used for business phone calls, corporate e-mail,
expense management, customer relationship management, travel assistance, contact
management, scheduling tasks and meeting, business social networking, video conferencing and
reading documents.

*Qbrigatéric

1 - Do not install root application *

Some applications can root (jailbreak) the device, causing eigther loss of warranty and security breaks as
an application on a rooted device can access any information.

Very Low Low Regular High Very High
Exploit Likelihood [ (] (] o Q
Exploit Impact @ O @ 5] 5]
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2 - Install anti-malware *
Antivirus can detect and remove malware reducing the attack vectors and attack surface from the device.

Very Low Low Regular High Very High
Exploit Likelihood o o o o o
Exploit Impact @ O Q o o

3 - Do not install Malware *
Malware can disclose information, amuse, cause financial loss and others.

Very Low Low Regular High Very High
Exploit Likelihood o O o o o
Exploit Impact @ (] @ ] (5]

4 - Disable JavaScript *

JavaScript lets web programmers control elements of the page, for example: a page that uses JavaScript
may process login credentials or cause a linked page to appear in a new pop - up page. JavaScript should
only be enabled when browsing trusted sites.

Very Low Low Regular High Very High
Exploit Likelihood (-] ] Q

Exploit Impact

5 - Disable cookies *

Disabling ‘Accept Cockies' reduces the probability of an attacker tracking, altering or stealing cenfidential
information. HTTP cockies may contain user-specific data such as usernames, passwords and account
numbers.

Very Low Low Regular High Very High

Exploit Likelihood o o o o o

Exploit Impact Q o 5] o o
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6 - Enable block pop-ups *

These pop-ups can be used to open untrusted malicious content {e.g. in phishing attacks)

Very Low Low Regular High Very High
Exploit Likelihood o o o o o
Exploit Impact @ Q Q @ o

7 - Limit the number of text messages *

Limiting the number of messages saved on the device potentially reduces the scope of informaticn
disclosure in the event of device compromise. *Considers that the user has several messages on the device

Very Low Low Regular High Very High
Exploit Likelihood o (] (] (] Q
Exploit Impact o (5] @ @ o

8 - Limit the number of multimedia messages *

Limiting the number of messages saved on the device potentially reduces the scope of information
disclosure in the event of device compromise. *Considers that the user has several messages on the device

Very Low Low Regular High Very High
Exploit Likelihood o o o o Q
Exploit Impact @ (] @ (] 5]

9 - Limit the number of photos *

Limiting the number of photos saved on the device potentially reduces the scope of infoermation disclosure
in the event of device compromise. *Considers that the user has several photos on the device

Very Low Low Regular High Very High
Exploit Likelihood o o o o o
Exploit Impact @ (] @ (] @
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10 - Limit the number of audios *

Limiting the number of audics saved on the device potentially reduces the scope of information disclosure
in the event of device compromise. *Considers that the user has several audios on the device

Very Low Low Regular High Very High
Exploit Likelihood o Q o Q o
Exploit Impact (5] @ 5] 5] o

11 - Limit the number of videos *

Limiting the number of videos saved on the device potentially reduces the scope of information disclosure
in the event of device compromise. *Considers that the user has several videos on the device

Very Low Low Regular High Very High
Exploit Likelihood Q Q o o o
Exploit Impact @ o o (5] o

12 - Limit the number of documents *

Limiting the number of documents saved on the device potentially reduces the scope of information
disclosure in the event of device compromise. *Considers that the user has several documents on the

device
Very Low Low Regular High Very High
Exploit Likelihood ] Q o o o
Exploit Impact @ (] 5] 5] o

13 - Remove Wi-Fi entries *

A trusted but unauthenticated Wi-Fi network may be spoofed and automatically joined if it is not forgotten
after last use. Additionally, if such a network has a common SSID, such as “default” or “Linksys" it is
probable that the Android will encounter an untrusted instance of a same-named Wi-Fi network and
automatically join it.

Very Low Low Regular High Very High

Exploit Likelihood o Q o o o

Exploit Impact o o o o o
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14 - Disable network notification *

Requiring the user to manually configure and join a Wi-Fi network reduces the risk of inadvertently joining a
similarly named yet untrusted network {i.e. "default” va. "defualt”).

Very Low Low Regular High Very High
Exploit Likelihood Q o Q o Q
Exploit Impact ] : @ o @

15 - Disable Wi-Fi when not needed *

Disabling the Wi-Fi interface reduces the remote attack surface of the device. Additicnally, at present, the
cellular data network is a more difficult medium to sniff than Wi-Fi.

Very Low Low Regular High Very High
Exploit Likelihood Q o Q o o
Exploit Impact @ 5] (] @ @

16 - Disable bluetooth when not needed *

If the user does not need Bluetooth enabled, it should be dizabled to prevent discovery of and connection to
supported Bluetooth services.

Very Low Low Regular High Very High
Exploit Likelihood Q ] 5] o o
Exploit Impact @ 5] (] o ()

17 - Enable airplane mode *

If the user enters an environment where signal transmission or reception are unnecessary then enabling
Airplane Mode eliminates the remote attack surface of the device.

Very Low Low Regular High Very High

Exploit Likelihood Q ] Q o o

Exploit Impact (] @ o o )
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18 - Turn off personal hotspot when not needed *

Disabling the Personal Hotspot makes the hotspot unavailable to unauthorized access attempts and
reduces the overall remote attack surface of the device.

Very Low Low Regular High Very High
Exploit Likelihood o o o o o
Exploit Impact 5] @ 5] o .

19 - Disable ICMP ping *

Answer to ping requests can give to an attacker to possibility know the IP of the device increasing the
attack surface.

Very Low Low Regular High Very High
Exploit Likelihood O > - - .
Exploit Impact O . - - .

20 - Disable bluetooth discoverability *

If Bluetooth is invisible the device became more dificult to find, reducing the attack surface.

Very Low Low Regular High Very High
Exploit Likelihood o o o o o
Exploit Impact o Q o B B

21 - Enable password on the device *

In the event of a physical security incident, a password will not guarantee data integrity, but it will raise the
bar of effort required to compromise the device.

Very Low Low Regular High Very High

Exploit Likelihood o o o o o

Exploit Impact @ o o
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22 - Require alphanumeric value *

Requiring a mix of alphabetical and numerical characters increases the complexity of the password an
attacker may attempt to brute-force in order to gain access to the device.

Very Low Low Regular High Very High
Exploit Likelihood o o o o Q
Exploit Impact @ o @ (9] o

23 - Enable SIM card lock *

On applicable phones, SIM cards often contain contact and other perscnal information. Parties who do not
know the SIM PIN should not be able to view the SIM card’s contents, nor use the SIM card in ancther
mobile device.This setting will lock the SIM card so that it requires a PIN to access.

Very Low Low Regular High Very High
Exploit Likelihood o o o o o
Exploit Impact (5] (5] @ o o

24 - Do not make passwords visible *

Enforcing this control reduces the capability of an attacker to chserve user input and learn the device

password.
Very Low Low Regular High Very High
Exploit Likelihood (9] (9] o (8] Q
Exploit Impact @ (] @ (] 5]

25 - Erase data upon excessive password failures *

Excessive pasaword failures typically indicate that the device is out of physical centrol of its owner. Upen
such an event, erasing data on the phone will ensure the confidentiality of information stored on the device
iz protected when facing a novice attacker.

Very Low Low Regular High Very High

Exploit Likelihood o [#] o o o

Exploit Impact Q Q @ (9] o
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26 - Set a maximum password age *

Enforcing a reasonably short password age will increase the efficacy of password-based authentication
systems by reducing the opportunity for an attacker to leverage a known credential.

Very Low Low Regular High Very High
Exploit Likelihood o (] o 5 o
Exploit Impact (5] @ (] o @

27 - Set number of password history *

Enforcing a sufficiently long password history will increase the efficacy of pasaword-based authentication
systems by reducing the oppertunity for an attacker to leverage a known credential. For example, if an
attacker compromizes a given credential that is then expired, this control prevents the user from reusing
that same compromised credential.

Very Low Low Regular High Very High
Exploit Likelihood Q o Q o Q
Exploit Impact Q Q @ o @

28 - Insert minimun passcode length *

Enfercing a minimum password length helps protect against brute force and dictionary attacks, and
increases the efficacy of password-based authentication systems.

Very Low Low Regular High Very High
Exploit Likelihood O o (8] o Q
Exploit Impact Q (8] @ @ o

29 - Set minimum number of complex caracters *

Enfercing password complexity requirements reduces the probability of an attacker determining a valid
credential.

Very Low Low Regular High Very High

Exploit Likelihood o Q o

Exploit Impact Q Q Q
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30- Set timeout minutes for sleep *

Automatically locking the device after a short peried of inactivity reduces the probability of an attacker
accessing the device without entering a password.

Very Low Low Regular High Very High
Exploit Likelihood o Q o @ o
Exploit Impact o @ 5] (&) o

31 - Enable Pattern Password *

Password pattern is more commaon but alsc more weak than an alphanumeric password, however its better
that use no password mechanism.

Very Low Low Regular High Very High
Exploit Likelihood o Q o o o
Exploit Impact o (&) @ @ o

32 - Disable visible lock pattern *

Visible pasaword pattern track the user motion while he is unlocking the device. Enable this visible track
mction can disclose his password to a watcher.

Very Low Low Regular High Very High
Exploit Likelihood o o o o o
Exploit Impact @ @ @ @ o

33 - Enable encrypt phone *

Once the phone is encrypted, a numeric PIN or password is required each time the phone is powered on,
protecting personal data that would otherwise be easily recovered through a variety of metheds. The phone
can not be unencrypted except by performing a factory data reset, which will eraze all data on the phone.

Very Low Low Regular High Very High
Exploit Likelihood (] o [ o o

Exploit Impact o Q @ @ o
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34 - Disable Write Permission on /system *

Systemn folder must have read only permission. If it have write permission possibly the device is rooted and
confidential information halds on this folder can be disclosed.

Very Low Low Regular High Very High
Exploit Likelihood o (9] o o o
Exploit Impact (%] o 5] o g

35 - Disable Write Permission on /data *

Data folder must have read only permission. If it have write permission possibly the device is rocted and
confidential information holds on this folder can be disclosed.

Very Low Low Regular High Very High
Exploit Likelihood (9] o o (8] z
Exploit Impact Q O 5] o &

36 - Do not root ("JailBreak™) *

If the device is rooted (jailbreak) there is no security assurance as a root permission can access any
information held on the device.

Very Low Low Regular High Very High
Exploit Likelihood o o o o o
Exploit Impact (5] O 5] o @

37 - Update firmware to latest version *
Firmware updates include not only new features and bug fixes but security fixes as well.

Very Low Low Regular High Very High

Exploit Likelihood o o o o o

Exploit Impact o O (5] o o
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38 - Disable developer options *

Disabling command and data functions reduces the attack surface of the device. Since the same pert is
used to charge the phone, combined with the commeon availability in airports and other public places for
phone charging, it is important to ensure that charging the phone does not open an attack vector.

Very Low Low Regular High Very High
Exploit Likelihood O o O % o
Exploit Impact [ o [ 8 [

39 - Disable unknown sources *

Disabling installation from untrusted distribution channels protects against inadvertent installation of
untrusted or malicious applicationa.

Very Low Low Regular High Very High
Exploit Likelihood (9] o o (] o
Exploit Impact o o (] (5] @

40 - Disable location services when not needed *
If location data is available to the phone itself any application may send location data.

Very Low Low Regular High Very High
Exploit Likelihood O (5] %] g o
Exploit Impact Q o @ (9] o

41 - Disable Mock Location *
Disabling command and data functions reduces the attack surface of the device

Very Low Low Regular High Very High

Exploit Likelihood o o o o o

Exploit Impact (] @ (] o &
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